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Abstract— This paper presents a new approach to identify and
improve the best key typing speed of the user when he/she enters
the password in order to be used for authentication purpose.
Keystroke authentication is considered an advanced
authentication method in that it depends on the biometric
behavior.

This idea is based on the several times of pretesting for each new
user to type the password before the actual enrollment of the
character information of the password. For example, the first
pretest may enter the user 10 times and then selecting the best
speed. The process continues to subject the user for more other
pretest with more trials numbers. After each trial, the user is
subjected to type his/her password once. Learned from these
attempts to accustom the user to be familiar with the password
and then we can get the best speed of typing which is used to
distinguish the authenticated user from others. This method
depends on different statistical parameters to ensure the best
authenticated user. The pretest of each new user allows us to get
the best typing speed and so this method is different from other
keystroke biometric methods.

Keywords- Authentication, Biometric Keystroke, Pre-test,
Typing speed, Statistical biometric measurements.

l. INTRODUCTION

The importance of authentication systems is that they allow
different entities to be recognized before using resources. The
traditional authentication methods use the classical couple of
username and password. This type of schemes, which is based
only on one factor, suffers from various security holes [1]. To
ensure a strong authentication we must use multiple
authentication factors to improve security. In this case,
individuals are authenticated with the help of at least two
authentication methods using one or several different factors
among: (1) something we know; (2) something we have; (3)
something we are.

Biometric systems can play an important role to provide the
strong authentication scheme by providing the factor what we
are when used with one of the two other factors. We can
provide strong authentication in the password authentication
scheme (what we know) by combining it with keystroke
dynamics [21, which is a behavioral biometric modality
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monitoring the way individual’s type on the keyboard (what
we are). There are several types of key stroke dynamics
systems and are generally based on very long texts [3],
passwords [4] or shared secrets [5] although several studies
used a shared secret without referring to this term.

The biometric sample can be captured by two methods either
statically (i.e., at login phase) or continuously (i.e., during the
computer session). If a scheme uses a shared secret it means
that all users use the same password. The system always acts
as an authentication system, because only a certain group of
people is aware of this secret (what we know) while all the
members of the group type it differently (what we are).

During the verification phase, the system checks if the
password is the required one, if it is not, the user is rejected,
otherwise, the system checks if the keystroke dynamics match.
The objective of biometric systems is to verify the identity of
an entity which can access to a resource. In the case of
physical access, this resource can be a building or a room,
whereas in the case of logical access, this resource can be an
application on a computer.

There are three main families of biometric modalities:

1: Biological: recognition based on the analysis of biological
data linked to an individual (e.g., DNA, EEG analysis,).

2: Behavioral: based on the analysis of an individual behavior
while performing a specific task (e.g., keystroke dynamics,
signature dynamics, gait,).

3:  Morphological: based on the recognition of different
physical patterns, which are, in general, permanent and unique
(e.g., fingerprint, face recognition,).

Most biometric authentication systems are generally
composed of two main modules: (a) the enrollment module
which consists in creating a template (or reference) for the
user with the help of one or several biometric captures (or
samples), and (b) the verification module which consists in
verifying if the provided sample belongs to the claimed user
by comparing it with its template. After verification phase, the
system takes a decision to decide to accept or to reject the user
depending on the result of the comparison. In addition we can
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use an optional (c) adaptive module which updates the
template of a user after a successful authentication.

Many works have already been done on the evaluation of
biometric systems [6, 7, 8].

The evaluation of biometric systems may be performed within
three different aspects:

1: Performance: the objective is to measure various statistical
criteria on the performance of the system (Capacity [9], Equal
Error Rate (EER), Failure To Enroll (FTE), Failure To
Acquire (FTA), computation time, Receiver Operating
Characteristic (ROC) curves, False Acceptance Rate (FAR),
False Rejection Rate (FRR) etc [6]).

2: Acceptability and user satisfaction: this gives some
information on the individuals’ perception, opinions and
acceptance with regard to the system [6, 10].

3:  Security: this quantifies how well a biometric system
(algorithms and devices) can resist several types of logical and
physical attacks such as Denial of Service (DoS) attack or
spoofing or mimicking attacks [11].

The most metrics used for performance evaluation are:

1: FAR False Acceptance Rate which represents the ratio of
impostors accepted by the system;

2: FRR False Rejection Rate which represents the ratio of
genuine users rejected by the system;

3: EER Equal Error Rate which is the error rate of the system
when it is configured in order to obtain a FAR value equal to
the FRR one.

The three aspects (performance security, acceptability and
user satisfaction) should be taken into account simultaneously
when comparing different biometric systems: we cannot say
that a system is good if it provides very low error rates (i.e.,
very good performance) but has a very low user acceptance
(i.e., a high probability to be refused by users) [12, 13].

The main objective of any keystroke dynamics system is to
enhance more security for password-based authentication
systems which suffer of many drawbacks [14]: (i) passwords
can be shared between users, (ii) passwords can be stolen
(written on a piece of paper, from the database where it is
stored, through network sniffing, ...), (iii) passwords can be
guessed (social  engineering [15]). Keystroke dynamics
introduces an additional parameter to the password
authentication process which is something that qualifies the
user or his behavior (i.e., the way of typing passwords). Using
this additional parameter strengthens the password
authentication.
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Il.  RELATED WORKS

One of researches introduces a k-nearest neighbor approach in
order to make a classification of users’ keystroke dynamics
profiles. To provide an authentication it is necessary to check
an input against the profiles within the cluster which has
significantly reduced the verification load. [16]

In [17] an investigation of user authentication using keystroke
biometric. The authors proposed an effective new distance
metric to deal with keystroke dynamic data such as scale
variations, feature interactions and redundancies. This new
distance metric are evaluated on the CMU keystroke dynamics
benchmark dataset and are shown to be superior to algorithms
using traditional distance metrics.

A method of using inputs which are down and up times and
the key ASCII

Codes captured while the user is typing a string are proposed.
The authors analyzed four features (key code, two keystroke
latencies, and key duration) and seven experiments were
performed combining these features. The best results were
achieved utilizing all features, obtaining a false rejection rate
of 1.45% and a false acceptance rate of 1.89%. [18].

In [19] a study was performed develop and evaluate
techniques to authenticate valid users, using the keystroke
dynamics of a user's PIN number entry on a numerical keypad,
with force sensing resistors. Added with two conventional
parameter lists of elements, i.e. digraph latency times and key
hold times, keying force was chosen as a third element. The
study conducted two experiments. The first experiment was to
evaluate whether the three types of elements derived from
keystrokes have a significant effect for subjects and to
examine how trials and session effects generated the variation
of the three elements. The second experiment was to
demonstrate the system performance by calculating the False
Rejection Rate (FRR) and the False Acceptance Rate (FAR) of
the system. In the second experiment, a total of 20 keystrokes
were recorded from each subject one week after the
memorizing session, in order to evaluate the FRR of the
system.

In [20] an authentication method was proposed using
behavioral biometrics of human or so-called behaviometrics to
be the best choice of such system. The system used dynamic
authentication system which is an effective solution to gain a
high security information system. Verification is done by
comparing the input feature vectors with template references.
Feature matching employed is the combination of statistical
method, measure of disorder and direction similarity measure.
From the experiment conducted, the accuracy rate in
distinguishing genuine and impostor users is 91.72%.
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1. PROPOSED SYSTEM

In this method, and in order to achieve a strong
authentication scheme, each user for the first time must be
subjected to exhaustive training before the actual registration.
The system consists of two main phases, the training
enrollment phase and the validation phase. In enrolment
phase, the user passes different tests with a selected number of
password repetitions. The password must be very strong. If the
user types an erroneous password, two other trials are
permitted to that user otherwise he/she is rejected. The
authentication scheme here depends on biometric
characteristics of the user; in this paper we use the typing
speed of the password by the keyboard.

In the enrollment phase , the user must enter his/her password
n times and in each time the speed of typing between
successive characters are registered .This is considered the
first trial to train the user to be accustomed more with the
password. Information of typing speed between successive
characters of the password is maintained in a 2-D matrix
which contains n-1 elements in each row and this row
represents ith trial of n-1 successive timing speed. Each
column of the matrix represents the typing speed of successive
character. For example, if the user is subjected to enter
password of m characters 5 times, the rows represent the 1%
typing speed ,2" typing speed and the final row is the 5
typing speed. The number of columns is m-1 and each column
represents one of each typing speed but between each
successive characters.

The user then is subjected to another training session with
more number of typing the password. The user continues
training depending on the system strategy.

In each training session, the system measures the thresholds

for different calculations. One of these calculations is to get
the average and standard deviation for each row of each
training session which represents the average and standard
deviation typing speed of the whole password and also the
average and standard deviation of each column to check these
values of typing speed between successive characters. The
important calculation is to get the range of typing speed in
each column.

In the validation phase, the user must enter the password once
after each training session but not directly after the last typing
speed. The user must wait for a suitable time and then enter
his/her password. The system must check all calculations in
the registration phase of that session and compare it to see if
the final typing speed is within the range obtained in the
registration phase.

Let T={T4,Ty, .....,Tn} be the number of training sessions.
Let N be a set of ordered pairs which represents the number of
password typing in each training session  so
N:{Tl,Nl),(Tz,Nz),....(Tn,Nm)}
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Let thLow , thHigh be the minimum speed and maximum
speed for each column of each training session .

Then we notice that for each training session the range R
which is thHigh <=R>=thLow can be reduced to be more and
more nearest to the actual typing speed of the authorized user
,after completing all training session , when the actual
enrolment is done for future authentication of that user.

Figure 1 illustrates the structure of enrollment matrix

st nd
mmn) | M YT S n-1TS
\r,'vnv;
Figure 1 . Enrollment Matrix Structure
If we suppose Ry, R, ....... R, be the all ranges obtained from

all n sessions then the calculations of these ranges can be
accumulated and analyzed to get the best thresholds to
estimate the nearest typing speed.

One of the most statistical measurements is to determine the
mode either for fixed speeds or for a range of speeds in each
column.

The calculations used for this matrix are :

1: Dwell Time (DT) which refers to the amount of time
between pressing and releasing a single key. In other words,
how long a key was held pressing down. It is also worth
noticing that several terms for DT appeared in the literature
such as duration time [21, 22] and hold time [23]. DT can be
calculated by:

DTn=Rn-P, ,
where R and P indicate the time stamp of release and press

of a character, respectively, while n indicates the position of
the intended DT.

2: Flight Time (FT) which refers to the amount of time
between pressing and releasing two successive keys. It may
also be termed as latency time [24, 25], interkey time [26] or
interval time [27, 28]. It always involves key event (press or
release) from two keys, which could be similar or different
characters. The formula to calculate each form is listed as
follows:

FTtypel,n=Pn+1—Rn,
FTtype2,n=Rn+1—-Rn,
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FTtype3,n=Pn+1—-Pn,
FTtyped,n=Rn+1-Pn,

where R and P indicate the time stamp of release and press
of a character, respectively, while n indicates the position of
the intended F T.

Figure 2 illustrates these calculations [29].

FlEhE Flme

Figure 2: Dwell Time and Flight Time

All the typing speeds must be checked against different
imposters to prove the strength of this system. If the typing
speed of any imposter is within the authenticated speed
ranges, the user must subjected to private information for each
authenticated user to solve this problem. If, in addition to
typing speed matching, the user provides the correct private
information, the system accepts that user as an authenticated
user; otherwise the system rejects that user.

IV. RESULTS
In this paper we perform a number of pre-tests beginning with
10 trials for the password and ending with 100 trials for the
same password. Table 1 summarizes the results obtained from
these trials.

TABLE 1 Results of all Pre-test

Number of | Averagzof | 51D
triels typing
spead

10 FER 13 NN EIEEEE!
] 511l i1 IOTE T OTE T[T OJ4
30 3] 33 NN IEIEES
10 B! E} N EEERENEEEEE
i1 93 31 IR EENENEILEE
ol 3! 18 FIENERENENEE
i 7% pE] I EEEREEE RN
50 1 11 O TE [E OTREI[TT 168
0 [} 3] 13 IR
100 18! 11 B8 T Tes [T 72

Parcentazz of Mods ofRanges for sach sucosssive latirs
in zach trig]

From this table we see that in the first test in which the user
types the password 10 times the average of typing speed is
84.9 and this speed is reduced when the numbers of typing of
the password increases until we get the best typing speed
when the user types the password 100 times. We also see
standard deviations between each successive characters of the
password is significantly reduced as the number of typing
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speed is increased which means that the user , as typing trials
increase , will be accustom with the password speed typing to
get the best training for the best typing speed. The average
typing speed was 84.9 for first 10 trials and it becomes 61.1 in
the last 100 trials. Figure 3 illustrates a graph for describing
the significant reduction of typing speed.

100

80 -+
60 -
40 - M Seriesl

20 ~

0_
12345678910

Figure 3 . Reduction of typing speeds

From table 1 we can get the best low threshold and high
threshold which are computed as following:

thLow= High average speed of first 50 trials=84.9-79.8=4.8
thHigh = High average speed of last 50 trials= 78.1-61.1=17.0
So the best typing speed must be within two these ranges i.e.,
4.8<=R<=17.0 relative to each average typing speed.

In each trial session the system is subjected to a different
imposter as illustrated in table 2 (this table represents the trial
of one imposter for each legal trial):

TABLE 2 Imposters Trials

Number of trials | Average Speed of Imposter States
the authenticated trials
user
10 84.9 101.9 Within the range
20 832 100.2 Within the range
30 82.3 87.1 Within the range
40 80.1 79.1 Within the range
50 79.8 57.9 Out of The Range
50 78.1 974 Out of The Range
70 77.8 98.1 Out of The Range
80 77.1 102.9 Out of The Range
20 68.3 98.6 Out of The Range
100 61.1 105.6 Out of The Range

This procedure is implanted for about 50 imposters and 50
legal users for each trial and we get the an FAR with 0.23%
and FRR with 0.09% and these values can be improved as we
increase the number of trials more than 100 trials of typing the
password.

To enhance the identity of the authenticated users, each user
must maintain private information. This procedure will solve
the problem of matching the range of the average speed of the
authenticated users with the range of any imposter. One such
private information, which is in the form of question, is” Who
is a memorable person from your childhood?” This procedure
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specially is used when the average typing speed is within the
range of high threshold and low threshold.

V. CONCLUSION AND ANALYSIS

The training procedure used in this paper leads to encouraging
results. As the user is subjected to more number we get the
best typing speed of that user. The average typing speed is
significantly reduced from the first trials with a little number
of typing the password to the trials which gave more typing of
the same password. The system proposed gets the best average
typing speed by comparing the average speed of any user after
these numbers of trials with the high and low thresholds of the
average typing speed . The result of testing average speed also
reduces the number of users which are out the average speed
range as the number of trials increase which means that the
system gets the best average typing speed. The system also
results in very good results of decreasing the number of
imposters who are accepted as valid users and the number of
legitimate users who are rejected as invalid users through the
calculations of FAR and FRR. Finally and in order to get a
strong authentication scheme , each user has private
information in the case of matching the average speed of the
invalid users with the average typing speed of the valid user .
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