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Abstract—Over the past years technology has advanced more 

than ever we believed would be possible, being present now in 

almost every aspect of our lives. In this context, securing digital 

information has become of crucial importance. Cyber-physical 

systems are gaining more and more attention in research and 

industry and are being used in critical applications such as 

transportation, water supply systems, energy systems and so on. 

In the present paper we propose several solutions to improve the 

security of a cyber-physical systems for water supply and 

treatment. We focus on securing the data by using methods such 

as cryptography, steganography and digital signatures, each 

method having a specific role within the security architecture. 
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I.  INTRODUCTION  

A. Overview 

Protecting information has always been a subject of interest 
and nowadays, when we use technology in most of the areas of 
our lives, security is more important than ever. There are many 
methods to protect data and more are discovered almost every 
day. With systems more and more complex, we strive to find 
complex, yet simple security architectures that protect data 
from unwanted access, but at the same time do not overload the 
system with unnecessary operations. As a result, we can see in 
more and more cases combined security methods, such as 
encryption and steganography used together and so on. 

Cyber-physical systems (CPS) are new and complex 
systems that offer a balance between physical and 
computational elements as they are projected as a network of 
interconnected devices with physical input and output [20]. In 
our paper we will propose a security architecture for a cyber-
physical system modeled with multi-agent systems, using 
cryptography, steganography and digital signatures. Moreover, 
we will use hierarchical access to information, to increase 
security and ensure confidentiality. The proposed architecture 
can be adapted to various cyber-physical systems, it was 
designed to be flexible and not tailored for a single system. We 

tested the results on a water supply system, where we focused 
on processing and securing the output data of the system. 

B. Security 

In a world of ever-changing technologies, security is an 
area that will always be needed. Software and devices they all 
come and go, what seems like a great program today might 
become outdates tomorrow. Security however, will always be 
needed, no matter what type of system, or software we are 
taking into consideration. Like all technologies, this area 
should be in constant research, new algorithms, new 
architectures should always be ready.  

Probably the best known security method is cryptography. 
Based on modifying the form of the data in such a way that it 
becomes unreadable, cryptography is divided in several types 
of algorithms, depending on how the data is encrypted, what 
type of keys are needed and so on. One such type is symmetric-
key cryptography. In this type of algorithm only one key is 
used for both encryption and decryption, which makes it 
suitable for securing stored data, when no communication is 
involved. When the secret data is going to be exchanged 
between users, it is preferred to use asymmetric encryption. 
Also called public-key encryption, the algorithms in this 
category use what is called a public-key to encrypt data. The 
receiver will use a private key for decryption purposes. The 
most used public-key type of algorithms are Diffie-Hellman, 
ElGamal, RSA and various elliptic curves techniques. We will 
use public-key encryption to secure data in our system, more 
specifically a modified version of the ElGamal algorithm, 
which uses elliptic curves and a divided private key used for 
hierarchical access. 

 Another method to ensure the security of a system which 
has made a comeback in research over the past few years is 
steganography. Defined as the art of hiding a message, 
steganography does not change the form of the message like 
cryptography does, it simply hides it in digital media. There are 
several types of steganography according to the way in which 
the message is hidden and especially in the cover used. To 
name a few, there is image steganography, where image files 
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are used to hide data, audio or video steganography and even 
linguistic steganography. Regardless of the cover file used, 
steganography can increase the level of security of the system, 
either by hiding the data in its initial form, or hiding the 
encrypted data or even by hiding the keys.  

Another form of ensuring security, that neither hides nor 
changes the form of the message, is the digital signature. They 
are used for authentication, integrity and non-repudiation 
purposes. Also, they can be used to control access to 
information. Furthermore, they will can be used as an addition 
to the security of a system that uses cryptography. Once 
encrypted, a message cannot be read without the proper key for 
decryption. Someone could however alter the form of a 
message even if they do not understand, thus compromising the 
data. By signing an encrypted message, we ensure that any 
modifications will be immediately visible, because modifying a 
signed message, alters the signature. 

In our paper we will use cryptography, steganography and 
digital signatures to create a robust and new security 
architecture. Each method will be used at certain moments, or 
by certain users and sometimes they will be combined to 
ensure a better security level. 

C. Cyber-physical systems 

An integration of physical and computational processes, 
cyber-physical systems are becoming more and more popular. 
They are used in a wide area of applications in which security 
is a critical aspect. Research in the area is ongoing, new and 
improved methods to secure cyber-physical systems are always 
needed. To note that most of the times the security methods 
used depend on the area of application of the CPS. Due to their 
complexity and the variety of applications in which they are 
used, it is hard to find a solution that can fit all CPS. It is safer 
and more efficient to adapt the security architecture to the 
specific needs of each CPS. 

There are several ways to model CPS. The one that we will 
be using is via multi-agent systems. Agents are autonomous 
components with decision making capabilities. One of the most 
important properties of multi-agent systems is that data is 
decentralized, meaning that no agent has all the information, 
each one has only the data it needs to complete its tasks. This is 
an important aspect when modelling complex systems such as 
CPS and more so when developing a security architecture. It is 
a property that aids limiting access to information and defining 
roles within a system.  

D. Water supply system 

The system used as a case study is the Cluj-Napoca city 
water supply system. This is a SCADA (supervisory control 
and data acquisition) system. Such systems contain 
applications and hardware that perform functions in order to 
provide various services such as energy, water, electricity and 
so on. A water supply system will control various processes 
such as water treatment, distributing water to consumers or 
treating used water. 

Using CPS when working with such systems can aid with 
remote control and with monitoring the states and the operating 
conditions of the equipment. 

All the processes within a water supply system are dynamic 
and they can be subjected to changes at various times. Such 
processes include water treatment, water chlorination or 
distribution. SCADA systems have as main functions 
monitoring and controlling, system surveillance and so on. 
They are complex systems and securing them is still a 
challenge. Due to the numerous components and processes 
most of the time the choice is to secure certain aspects of the 
system, certain processes.  Our case study will be conducted on 
the module for data analysis regarding water flow and pressure. 
The findings are details and discussed in Section 4. 

II. RELATED WORK 

Security is an area in constant research. Cryptography has 
been used in information technology security for a rather long 
time. However, steganography, a method overlooked for a long 
period of time, has made a comeback in the attention of 
researchers. As such, the authors of paper [7] present a new 
LSB method for steganography which enhances security in the 
embedding and extraction phases.  Paper [8] offers an approach 
on securing data through video steganography, while the 
authors of paper [11] focus on text steganography. In paper [9] 
steganography is used to secure biometrics, while in paper [12] 
we can see an extensive study on the usage of image 
steganography to secure communications.  

The fact that steganography has returned in attention does 
not mean cryptography is used less. For example, in [19] we 
can see an address based cryptography scheme for mobile ad-
hoc networks. The described approach is based on a 
combination of ad-hoc node address and public-key 
cryptography. In [16] the author proposes the usage a public-
key infrastructure that supports both certificate-based and 
identity-based cryptography. Also in the area of identity-based 
cryptography is [3] where we can see a review of the main 
techniques and applications of this type of cryptography. 
Finally, in [14] the authors present the usage of hierarchy to 
secure data. 

A relatively new approach, used also in the present paper is 
to combine steganography with cryptography. Literature 
provides us with a few interesting such works. For example [1] 
presents a secure electronic prescription system using 
steganography with encryption key implementation. Paper [5] 
presents the possibility to use the AES encryption standard, 
with linguistic steganography – more specifically the word 
shifting protocol method – to secure transmitted messages. 
Other papers studying and proving the benefits of combining 
cryptography with steganography are [4][15]. Here the authors 
use the two techniques to secure data features of 
communications.  

In the area of CPS security, research is ongoing, there is no 
fixed proposed architecture. Most approaches are based on the 
area of application of the system, or even more on certain parts 
of it. Papers [20] and [21] presents a state of the art of the 
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challenges found in securing cyber-physical systems. Paper [6] 
focuses on risk management for power grid, while the authors 
of paper [10] focus on the security of cyber-physical energy 
systems.  

In the area of access control, authentication and digital 
signatures, literature also provides us with some interesting 
work. Paper [22] describes the challenges of access control in 
cyber-physical systems. Also on the subject of access control 
we find [17]. In the area of digital signatures is [18] where the 
authors offer a new scheme for digital signatures for an 
application of document review in a hierarchical organization. 

III. PROPOSED MODEL 

The proposed security architecture is composed of three 
modules: one for cryptography, one for steganography and 
finally a module for digital signatures. Each module has its 
specific usage within the system, either used on its own, or 
combined with another module. We will discuss each module 
in the following paragraphs. 

A. Cryptography module 

We use cryptography in our systems for two purposes. The 
first is the classical use of encryption – to secure information 
by changing its form so that it becomes unreadable to any third 
party. We use a public-key type of algorithm, where the sender 
of a message is the one who performs encryption using the 
public key and the receiver performs decryption using the 
private key. What is different in our approach is that the private 
key is not unique for all users. We have what is called a 
divided private key, each user in the system will thus have its 
own private key. Each key will allow a user to decrypt only 
certain data. This will be the second use of cryptography in our 
system – that to restrict access to information for each user, 
thus creating a hierarchy in the system. For this we use an 
extension of the ElGamal algorithm called ElGamal with (k+1) 
degrees of access [13]. The algorithm uses the basic principles 
of the classic ElGamal algorithm and it requires using large 
numbers of up to 1024 bits, its security relying on the discrete 
logarithm problem.  

Even though it is proven to be a strong secure algorithm, 
even for cyber-physical systems [23], the original ElGamal 
with (k+1) degrees of access algorithm can slow down the 
system in the case of multiple operations being performed at 
the same time due to the very large numbers used in 
calculations. Elliptic curve cryptography is said to eliminate 
these issues that arise in classical cryptography. We have thus 
modified the algorithm to use elliptic curves instead of large 
numbers, thus reducing computation times and increasing the 
level of security. 

As stated in [13], the elliptic curve is defined as the set of 

all points )(),( ppyx   satisfying the equation: 

pbxaxy mod33              (1) 

Where pZba , such that: 

pba mod0274 23              (2) 

In terms of implementation, when working with elliptic 
curves, a challenge is represented by implementing the 
operations. One should pay special attention to the addition and 
multiplication of two points. These operations will be more or 
less the same with every elliptic curve algorithm, but they are 
essential because all the operations required for key generation, 
encryption and decryption respectively, will use them. Using 
Java as the programming language, we have implemented these 
operations in a separate class to allow to them access from all 
the other classes and to all users within the final system. 

Looking back at our algorithm, once an elliptic curve is 
defined we need to choose a point belonging to the curve, Q, 
called the generator point. In classical elliptic curve 
cryptography, the private key is a random number, chosen by 
the user itself. In our case, we will calculate the private keys 
following the steps of the original ElGamal with (k+1) degrees 
of access. The main difference will be that we will not work 
with large numbers of 1024 bits, but with smaller numbers (the 
double type in Java), like the elliptic curve cryptography 
requires. The formulas to compute the private keys can be 
viewed in [13]. 

Probably the most important and challenging aspect of the 
present algorithm is key generation and distribution. We have 
to perform these operations in a way that is efficient but that 
keeps the keys a secret – if the keys would be found at the 
moment of distribution, the security of the system would be 
compromised. On the other hand, we need to pay special 
attention to the generation step as well, because we do not just 
compute keys, we decide the hierarchy of the system. This 
hierarchy can be seen as a tree structure in which the root is the 
user with the highest degree of access, being able to decrypt all 
and any messages, while the leaves of the system have the 
lowest degree of access. A unique aspect in our system is the 
leaves are the users who perform encryption. Therefore, in their 
case we are not interested in the messages they can decrypt, 
because they perform the encryption. Another aspect to note is 
that in order for a user to be able to decrypt a message there has 
to be a direct link between that user and the one who encrypted 
the message. Figure 1 presents such a tree structure. 

 

Figure 1. Tree structure example 
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If we look at the implementation, we are using multi-agent 
systems. Each user in the hierarchy is going to be represented 
by an agent. To increase security, we decided the key 
generation and distribution should be performed by an agent 
that will not be a part of the system itself. We will call this 
agent the „key manager‟ for further reference. In order to 
generate the hierarchy, the key manager needs to know the 
exact number of levels – the value of k – the number of leaves 
and of course the total number of users. In the present case, this 
user is also the one who chooses the elliptic curve. Once all the 
data is generated and the keys are computed, the next step is to 
distribute the keys to their owners. The leaves will have the 
public keys, while the rest of the users will each receive a 
private key. After all the users have confirmed the receipt of 
their keys, the key manager agent shuts down. This will add to 
the security level of the system, as no agent will have 
knowledge of all the keys. 

Encrypting and decrypting a message are performed 
according to the requirements and formulas of classic elliptic 
curve cryptography. The particularity in our system is that data 
is perceived as a set of messages. This means that when certain 
data is received, we have a user again outside of the tree 
structure, one who does not have any keys who will divide the 
data into small messages. The number of message equals the 
number of leaves in the system. Thus, each leaf receives a 
message and then proceeds to encrypting the data. We wanted 
the system to be as efficient as possible, therefore we built it in 
such a way that each leaf will only send encrypted data to its 
ascendants. However, because the cost of a failed decryption 
could be too big in a complex system, we verify that a user 
receiving an encrypted message does indeed have the right to 
decrypt it. Messages are not necessarily sent to all the users in 
the system. Certain data can have a chosen receiver.  

While the encryption algorithm used is based on strong 
secure structures and we tried to implement the generation and 
distribution of the keys in the safest manner possible, there 
were still minuses to the algorithm. For this reason we added a 
steganography module, to increase the level of security and 
eliminate the weak points of the system. 

B. Steganography module 

Steganography is the art of hiding a message. Unlike 
cryptography, with steganography the data is not changed. In 
the present paper we use image steganography, more 
specifically the least significant bit (LSB) method. This 
method is a simple, yet effective way to hide data inside an 

image file. As the name suggests it, one will modify the LSB 
of an image, by replacing them with the data to hide. It is 
probably the most used method in image steganography and 
for this reason some might argue it is not very secure. 
However when used in addition to another method, 
cryptography in this case, the method is efficient. It provides 
an easy way to hide data, adding to the security layer but 
without slowing down the system – LSB is proven to be a fast 
method. 

After the initial implementation of the system, we found 
that the key distribution step was rather unsafe. Keys were 
being sent by the key manager as simple messages between 
agents. This was an obvious minus as anyone could have 
intercepted those messages and read the keys. Therefore we 
added steganography to this step by embedding each key in an 
image before sending it. In order for this to be possible in 
multi-agent system, we first change each key to its binary 
form. This is a request of the LSB method. Once this operation 
is performed, the key is hidden inside the image. In terms of 
implementation, in order to send an image from one agent to 
another, that file needs to be changed into a byte array, 
operation performed simply with the command 
SetByteSequenceContent() available when using the JADE 
environment to model multi-agent systems. By using 
steganography at this stage we ensure that the keys are not 
immediately visible to any third party, all they would see are 
images being sent. Also, by modifying only the least 
significant bit, changes made to the original image are not 
visible to the naked eye.  

Another way in which steganography can be used is to 
hide the encrypted data. Even though the encryption algorithm 
is strong, some intercepting that communication could notice 
the data is encrypted. To add to the security level one can hide 
the encrypted message in an image by following the exact 
same steps used to hide the keys. However, this operation 
could overload the system, especially when there is a large 
flow of data being sent. Therefore, we made embedding the 
encrypted data an optional step. The necessity of this step is 
decided by the same user to divide the data into messages for 
the leaves. Figure 2 provides an example of the main 
operations performed by the system at this stage. Once the 
system is “ready” it can receive data to be encrypted than 
forwarded to the users on the upper levels who will decrypt it 
and analyze it. We will describe this functionality in Section 4 
of the present paper. 



International Journal of Computer and Information Technology (ISSN: 2279 – 0764)  

Volume 04 – Issue 02, March 2015  

 

www.ijcit.com    431 

 

C. Digital signature module 

Digital signatures can be used for authentication, integrity 
or non-repudiation purposes. A cyber-physical system can 
benefit from signatures in all of these areas. In our case we use 
digital signatures for authentication and integrity purposes. In 
general, a signature can be applied on both plain text or 
encrypted data. We will only apply to encrypted data, as we do 
not work with unencrypted messages within the system. 

Like their on-paper counterpart, digital signatures usually 
imply a document signed by one person, one user. Because the 
system described in the present paper is based on hierarchy, the 
messages will be signed by more users. More specifically, they 
should be signed by all the users on the same level. For this we 
use the signature generated by the algorithm ElGamal with 
divided private key [13]. The phases of this algorithm are the 
same as with any digital signature algorithm: generating the 
keys, signing the message and verifying the signature. If 
usually both the signing and the verification phase respectively 
are performed by one user each, in our case multiple user will 
sign the message, while only one will verify it. 

1) Theoretical aspects 
The first phase of the algorithm is generating the keys. 

Since there are several users signing, we will need as many 
keys as users involved in the algorithm. We begin by choosing 
a random number q, prime, for which the discrete logarithm 
problem is difficult and a number g called the generator. From 
the set {1,…q-1} the private keys are chosen. Each user has its 
own private key and the keys should be distinct and prime, if 

possible. The public key is computed in two steps. Firstly, each 
user computes equation (3), where xi is the user‟s private key: 

qgh ix

i mod             (3) 

Once all users compute their hi, they will calculate together: 

)(mod)...()...( 1

2421231 qhhhhhhh nn



   (4) 

Note that 2n+1 is the total number of users – the algorithm 
specifically requests for an odd number of users to sign a 
message. 

Within the signing phase, again each user has to compute a 
part of the signature. With these parts, they will compute 
together the final signature. For this, the users need the hash 
function of the messages, denoted with H(m). They will also 
need to choose a random number y, 0<y<q-1, prime with q-1. 
Each user will then compute: 

qgr y mod             (5) 

)1(mod))(
12

1
( 1 


  qyrxmH

n
s ii

 with 

121  ni               (6) 

If any of the values si is 0 a new y has to be chosen and all 
computations performed with the new value. Once all the 
values are correct, the final signature will be (r,s), with s: 

)1(mod... 124321   qssssss n          (7) 

The final phase of the algorithm is verifying the signature. 
From the mathematical point of view this means computing the 
equality: 

srqmH rhg ))(mod(
             (8) 

The verifier needs to know only the public key, the hash 
function of the message and of course, the signature. The proof 
of correctness of the algorithm can be viewed in paper [13]. 

2) Algorithm implementation and usage 
Our goal regarding the algorithm was to implement it in a 

way that is flexible and allows for the signature to be usable 
with any system and not just the hierarchical structure we are 
working on. For this we used again the Java programming 
language and implemented the three phases of the algorithm 
each in its own class. These classes were later included in a 
package that can be imported and used in any Java program. 

The signature sequence, independent from the hierarchical 
structure, is described in Figure 3. 

Start key manager 

Collect data about the system‟s structure 

Generate the elliptic curve and its 

parameters 

Generate the keys and embed keys in 

images 

At receiver‟s end: extract keys from images 

and send receipt confirmation 

After receiving confirmation the key manager 

sends the public keys 

Once all the keys are received the key 

manager shuts down and the system is ready 

Figure 2.Main operations to start the system 
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Figure 3.Signature sequence 

The „SigGen‟ from the above figure represents the 
„signature generator‟ user. As we did with the hierarchy 
generation – using a key manager, an entity outside of the 
final structure – here we have an entity that collects the initial 
data. It needs the number of the users that will sign a message 
and it generates q and g. Bob(i) is a representation of the users 
that will sign a message, of the operations they perform 
individually – generate the private keys and their own part of 
the public key. This piece of the public key is sent back to the 
signature generator who in turn computes the final value of the 
public key and sends it to all the users. Once all the keys are 
sent, the signature generator is no longer needed. Further on, 
we observe in Figure 3 an entity called BobC, which will be 
used as the common ground for all users when calculating the 
signature. That is, each user computes its part of the digital 
signature, using the formulas (5) and (6). The results are sent 
to BobC. Here is where the final signature is calculated, based 
on equation (7). Finally, Alice is the signature verifier. 

When integrating the algorithm within the hierarchical 
system, we focused on both efficiency and security. In a 
system that uses both encryption and steganography, digital 
signatures are not always necessary. Therefore, the operation 
is optional and requesting it is done before encryption, by the 
sender of the message. The request can be made either because 
the data is sensitive or there is suspicion an attempt to alter it 
will be made or to verify the integrity of certain users within 
the system. To note that we do not allow for both 
steganography and digital signature to be applied to an 
encrypted message. Allowing it would of course increase even 
more the level of security. However applying three security 
methods to the same methods seems both unnecessary and 
inefficient.  

When deciding between the two methods to apply to the 
encrypted message one should take into consideration certain 
factors. Firstly, we should consider the amount of data to be 
secured. The greater the amount, the harder it will become to 
hide it in an image and the greater the load on the system. 
Thus, digitally signing that data might be a better idea. 
However, if we want to make sure it will not be visible to the 

naked eye that we are communicating secret data, 
steganography will be a better choice. Finally, if we want this 
extra layer of security to help us also verify the integrity of the 
users in the system, digital signature is the choice to make. Of 
course, we do not need to choose one of the two, we can 
simply choose to send the message in its simple, encrypted 
form.  

If a signature is requested a few steps need to be taken. 
Firstly, an agent with the role of signature generator is started. 
It will have the exact same tasks as previously described. 
Bob(i) represent now the users in the tree structure that will 
sign the message, they are the ones with whom the signature 
generator will communicate. Finally, we start two more 
agents, BobC and Alice, with the roles already described. 

Because we want all the users on a level to sign a message, 
we had to address the request of the algorithm: that a message 
can only be signed by an off number of users. It is obvious we 
cannot always have an odd number of users on a level. 
Therefore, when the number is even, the root of the tree will 
participate in the signature. The root is the user with the 
highest degree of access and using it to have an odd number of 
users, when necessary, is a useful operation. Firstly because 
this user will have access to any messages, therefore we do not 
need to worry about access rights. Secondly, because the 
algorithm also states a message cannot be signed by only one 
user. Therefore we could never request only the root to sign, 
so we would not be able to verify its integrity.   

IV. RESULTS AND DISCUSSION 

The proposed security architecture can be used on several 
types of cyber-physical systems. It is built in flexible way, 
there can be any number of users as long as the tree structure is 
respected. As our case study we used the Cluj-Napoca city 
SCADA system for water supply. The first test was conducted 
on a smaller part of the system, more specifically the part that 
deals with data analysis of flow and water pressure. The 
simulation of the physical components was done using 
LabView, a software created by National Instruments. We will 
not go into detail regarding the LabView simulation of the 
water supply system, as we are not interested in how that is 
done, but on the output data. This data is collected in files that 
are later taken for analysis by the hierarchical system. 

Our interest in this case study was not so much on the 
hardware part of the system but on the data analysis. 
Periodically the system will output data such as flow and 
pressure of water. This data will is collected and at certain 
amounts of times it will be sent for analysis. The system that 
analyses the data will be modeled as a hierarchical system. 
Here hierarchy will not be focused on who has a greater degree 
of access, it will be focused on who has access to what. This 
means that a level will have the role of gathering and studying 
the data regarding abnormal flow, another level deals with 
abnormal pressure and so on. Figure 4 presents a scheme of the 
data analyzing system. 
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Figure 4. Pressure and flow analysis system scheme 

We conducted the case study on a simple tree structure in 
which every node had two children. Figure 4 presents the role 
of each level. Thus, counting from top to bottom, with the root 
on level 0, the users on level 1 will analyze data when the 
water flow is considered normal. In the same way, level 2 users 
will analyze data when the water pressure is normal. Levels 3 
and 4 analyze the abnormal values of flow and pressure 
respectively – both too high and too low values. Finally, level 5 
is represented by the leaves.  

We found that using a hierarchy added to the efficiency of 
the system. Dividing operations with the aid of a private key 
that limits access to data, knowing exactly which level needs to 
receive certain data is helpful in increasing efficiency of the 
system. An interesting aspect was choosing which levels 
should receive the data about abnormal results and which 
should receive the rest. We decided that we need more users 
analyzing the abnormal result, therefore, due to the tree 
structure, we would have more users on the lower levels, in this 
case levels 3 and 4. This is not because we expect to get more 
abnormal results with flow and pressure, but because this data 
would need a more careful analysis. As previously described, 
the system divided the information in sets of messages. The 
lower the level in the hierarchy, the smaller the message will 
be. Ideally, each user analysis at most two or three abnormal 
results per cycle, to ensure that work is done properly. Normal 
results will not need as much analysis, therefore each user on 
levels 1 and 2 respectively can receiver larger amount of data. 

 

Figure 5 presents the flow chart of the operations 
performed to secure data. 

 

Figure 5. Securing data 

Note that the flow chart in Figure 5 presents only for either 
encrypting or hiding data. The same steps would be followed in 
case we would want to verify is a digital signature has been 
requested. 

Figure 6 described the operations performed by the users on 
the upper levels in order to retrieve secure data. 

 

Figure 6. Steps to decrypt a message 
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The operations presented in Figure 6 repeat every time an 
encrypted message is received. The first step is to verify if the 
received message is in image or encrypted format. If it is an 
image, the receiver will proceed to extract the data and then 
decrypt it. Otherwise, there might be a request for a digital 
signature to verify the integrity of the level. If such a request 
exists, the steps presented in the previous chapter to sign a 
message are taken. If the signature is correct the message can 
be decrypted. Otherwise, we have the certainty one of the users 
has been compromised and decryption is not allowed. If the 
request for a signature does not exist, the user simply decrypts 
the message. 

V. CONLUSIONS 

The work described in the present paper focuses on 
building a security architecture for cyber-physical systems. We 
use a new approach by combining three types of security 
methods: encryption, steganography and digital signatures 
while also using hierarchical access. We conducted our case 
study on the Cluj-Napoca SCADA water supply system, more 
specifically on the module that deals with analyzing water 
pressure and flow. The results concluded that the data 
analyzing process was more efficient and more secure. Future 
work will focus on testing the algorithm on other modules of 
the water supply system and eventually on integrating within 
the hardware components. 
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