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Abstract—Today, Information Communication Technology has 

brought many benefits to have a better life. Meanwhile, the 

concept of the Internet of Things (IoT), which has transformed the 

traditional lifestyle into a modern lifestyle and is growing rapidly, 

is of great importance. This research deals with the critical 

challenges of IoT. Although not much time has passed since the 

advent of the concept of the IoT, today the Internet of Things has 

faced a great deal of complexity in the industry, which requires in-

depth studies to realise its potential and challenges. This study 

introduces and examines IoT challenges including security and 

privacy, scalability, interoperability, mobility, protocol & 

standardisation, and energy consumption. In this study, the 

relationship between these challenges has been clearly defined. 

Finally, based on the research, some main challenges or sub-

challenges considered for these challenges. 
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I. INTRODUCTION 

In the 21st century, considering the population growth in 

metropolitan areas and its complexities, the Internet of Things 

(IoT) is of particular importance. [1] has pointed out that smart 

city is strongly based on information and communications 

technology. Thus, it is clear that IoT plays a key role in shaping 

and maintaining smart city puzzles including smart education, 

smart security, smart health, smart transportation, smart home, 

and so on. 

Because not much time has passed the advent of IoT, it defines 

as the connection and integration of all devices connected to the 

Internet. It is noteworthy that the connection of these devices 

with other devices, communication and connection of the 

device with objects in the environment, connection of objects 

and some devices with humans are managed through the web 

space [2]. Moreover, the principle is to offer and exchange 

information in real-time, on the other hand, related software and 

applications should seem so user-friendly.  

It can be claimed that the basic idea of IoT relates to the study 

“the 'only' coke machine on the internet” (Department of 

Computer Science, Carnegie Mellon University - 1982), this 

study describes how the first device to connect to the Internet. 

Later in 1992, a new structure called RPC was defined at 

Cambridge University, in which a network with the ability to 

provide multiple services was able to connect the Trojan room 

to the Internet. Since then, researchers have conducted more 

studies in this area. Investigations continued until Ashton 

(1999) succeeded in establishing real-time communication 

between objects. Schoenberg was eventually one of the first to 

use the term “IoT”. Waldo describes IoT as follows: The 

Internet of Things is similar to the state in which humans are an 

integral part of the Internet and those who perform the 

calculations are the real beneficiaries. It was at this time that 

objects gained digital identity and the possibility of organising 

and managing them in the world of the Internet became possible 

[3]. 

Clearly, it can be said that IoT is responsible for connecting and 

computing objects, humans, electronic devices such as cameras, 

sensors, computers, smart mobile phones, wearable, and similar 

devices. 
According to [4] there are several important the Internet of 

Things features that should be considered: 

 Identification: Here means that all objects must be 

recognisable. If there were objects that were unique, the 

problem could be solved by labelling with RFID or QR 

and such tools. In this way, identification can easily be 

done by an authentication device. There is another way to 

fix this node, the object can be provided with its 

information. 

 Reception: Objects can be connected to the physical 

environment anonymously (i.e., receiving operations), or 

explicitly (i.e., performing actions). 

 Other features of IoT include the connection between 

everything, the identification of everything, as well as the 

interaction between everything [4]. 

Generally, smart objects can communicate with themselves or 

their surroundings through communication channels, where 
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each object can be identified. IoT makes it possible for 

calculations of all objects to be present at any place or time. 

Figure 1 explains the features of the main the Internet of Things 

system levels:

 
Fig.1. Classification of the Internet of Things related research areas [4]. 

 Computing, communication and identification 

technologies: Regarding computing, communication and 

identification technologies, the realisation of IoT 

scenarios, there should be comprehensive development of 

advanced techniques that are able to identify and 

understand capabilities such as computing, 

communication and identification in daily objects. 

 Distributed Systems Technology: This span includes a 

definition of all aspects of IoT to create a distributed 

network that provides services in a better condition and 

quality [5]. It can be concluded that the ability to recognise 

different objects in distributed systems increases, on the 

other hand, it should not be forgotten that there are many 

problems and obstacles in the path of growth and 

development. 

 Distributed Intelligence: Although there is smart 

communication in an IoT system, there is a need for more 

accurate communication coordination and computation 

for better planning. In the IoT, big data is an issue because 

smart devices pass a lot of data at any given time. IoT has 

provided solutions to this data, such as data mining and its 

evaluation, as well as a knowledge management system 

that ultimately leads to satisfaction [4]. In fact, if a task is 

considered very simple, it still requires coordination from 

various parts. Genuinely, IoT is the design of programmes 

in which control is based on a single factor. 

 Security: In fact, it is the security that increases the 

acceptance of technology by users and it is a key issue in 

IoT. Critical issues such as privacy play an important role 

in increasing the security factor and acceptance of new 

technology by users [4]. 

Thus, it should be noted that this research believes that although 

users are looking for high speed in IT applications, it is obvious 

that high speed sometimes poses security threats. In the 

following, some of these challenges and threats are discussed.     

Over time, the world population is growing increasingly.  

The United Nations Population Fund (UNFPA) has released a 

report on population growth, which predicts that the population 

over the age of 60 will increase to 2 billion by 2050. In addition, 

another report prepared and published by the World Health 

Organisation (WHO) in 2013, which estimated that there was a 

shortage of nearly 7.2 million people in the field of health care, 

which was expected to reach 12.9 million by 2035 [6]. In recent 

years, IoT has taken very effective steps in various fields, such 

as in the health sector [7]. 

The benefits of using the Internet of Things knowledge in the 

present century in both industrial and scientific environments 

recognised [8]. 

Today, the infrastructure of developed cities relies on the 

knowledge of ICT. Stakeholders offer solutions to make IoT 

meet real-time responsiveness. Of course, it should be noted 

that standardisation of remote services is developing [9]. 

Thus, this research believes that due to population growth as 

well as the ageing population that is ahead, now it is not possible 

to send, receive or manage data in the traditional context [6]. 

Here, the advent of the Internet of Things comes into play in 

various service areas, and given its scale and the emergence of 

new challenges, it provides a platform for research and new 

solutions. 

Therefore, one of the main concerns of this study is to examine 

some key and challenging factors in the field of IoT. This article 

also faced limitations such as the lack of an integrated IoT 

system. However, the main and important approach of this 

study is to examine 6 existing IoT challenges. These challenges 

include security and privacy, scalability, interoperability, 

mobility, protocol, standardisation, and energy consumption. 

According to studies, these 6 factors are important challenges 

in the Internet of Things. In the research methodology section, 

for each main challenge, sub-factors or features are also 

considered and content is also presented. In this study, 315 

articles and findings of researchers were reviewed and finally 

155 of them used in this study. They were omitted mainly due 

to their heterogeneity and inconsistency with this research. 
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These papers were mainly extracted and reviewed from 

databases such as Elsevier, Springer, IEEE Explore, Google 

Scholar, and Research Gate in the field of IoT challenges. The 

study began in July 2020 and was completed in early December 

2020. In the literature review section, there are points to what 

researchers have pointed out in this regard and what they have 

not pointed out in this regard. 

After the introduction, a review of the related literature has been 

prepared. In the third part, the research methodology is given. 

Finally, conclusion is presented. 

II. LITERATURE REVIEW  

A.  An overview of the Internet of Things concepts and new 

achievements in this field IoT is an interdisciplinary debate that 

is evolving in industry and academia in parallel. Although not 

much time has passed since the advent of this technology, it has 

been able to bring valuable services to people and have a 

significant impact on the growth of individuals’ capabilities 

[10]. 

Hence, IoT has affected user behaviour today. Its flexibility and 

integration have been able to increase communication and 

individuals’ satisfaction. Given the presence and extent of IoT 

in various industries, the today’s modern world is witnessing 

dramatic changes. Today, a major part of business has been 

changed from traditional to electronic, and progress in this area 

can be felt instantly [11]. 

The other article [12] argued that IoT has a high degree of 

flexibility in complex systems and has also accelerated 

detection. They then examined the routing data as well as the 

amount of data generated by the sensor on the structures. They 

added that the sensing system is expanding using RFID in 

wireless communications as a monitoring knowledge. 

Furthermore, IoT has a set of protocols in which objects 

transmit data by sensors and cameras, each of which has a 

unique identity. 

IoT does not end here; it is connected to a vast science. For 

instance, in software production, many different aspects must 

be considered so that there is no problem in maintaining IoT 

systems. A recent study by [13] a survey of 53 countries was 

conducted, considering the characteristics of IoT systems, 

concluded that the field need human intervention currently 

since advanced learning systems are still in their growing steps 

and have not received the necessary adaptation from the 

environment. 

Several researches focused on COVID-19 diagnosis based on 

real extracted patients’ data. After developing a model, the 

conducted experiment tried to diagnose disease by eight 

machine learning algorithm. Among them, five algorithms 

showed more than 90% detection accuracy [14]. Many studies 

today target and focus on “real-time” responsiveness. As noted 

in [15], real-time responsiveness increases user satisfaction and 

this makes systems and projects sustainable in the field of IoT. 

It should be noted that the presence of the Internet of Things in 

different areas of the smart city is normal and mandatory. The 

spread and use of IoT in various industries and scientific 

environments have faced various complexities and challenges. 

To address such challenges, new standards are needed. For 

example, [16] introduced a framework. According to ISO and 

ICE standards, they presented a comprehensive model called 

DFR, which addresses some of the shortcomings in the field of 

digital forensics. 

Finally, it should be added that there are few places where IoT 

has not stepped. It is possible that the scope of this field is 

increasing day by day, which on the other hand also it involves 

various sciences. The next section provides background 

information on the challenges of IoT. 

B.  An Overview of 6 Critical Challenges in IoT 

Security and Privacy: It is not easy to say that the arisen 

problems and challenges are related to which institution or 

organisation and which authority should take care of them. This 

study believes that both industry and academia should share 

their theoretical and practical experiences at every level to 

address the challenges of the Internet of Things. In this case, the 

effective and efficient steps of IoT can be considered. There are 

some anomalies in the diagnosis of some problems in the field 

of IoT. [17] addresses these challenges, which include error 

detection, communication networks, issues and challenges in 

social networks, and, of course, security and privacy. 

The most recent [18] achieved the desired results. They 

introduced a security mechanism called IoT-NetSec. This 

mechanism prevented some possible attacks that might occur in 

the service. 

In IoT macro issues, security has sometimes been considered in 

terms of privacy, and this study also examined the security 

factor with privacy in one factor. According to [15] stated that 

privacy is a principle for the successful maintenance of the 

Internet of Things projects. They added that at the beginning of 

any project regarding IoT, user privacy should be considered 

first and end-users should be fully assured about respecting and 

maintaining the privacy of their information. If individuals are 

confident in their information privacy and are aware that their 

information will be stored in a secure environment, they will 

express their satisfaction with the new services and 

technologies and loyalty to such services will be established. 

In the context of IoT, it must be ensured that the data exchanged 

is visible only to the sender and receiver. On the other hand, 

[16] conducted research on IoT security factor and its 

challenges. They considered the control of IoT access and 

tracking of messages sent or received as very important.  
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Fig.2. Security factor processing in the Internet of Things [16]. 

Figure 2 shows the processing of security in IoT so that after 

organisational processing, authentication operations are 

considered and access is possible after authentication. 

Generally, in this type of control, access is ensured from 

tracking and all sending and receiving, and this type of service 

can be monitored. Finally, it should be noted that the diversity 

of the Internet of Things system determines the extent of 

security and other challenges.  

Scalability: The next factor that is examined in this article is 

scalability. Generally, scalability in IoT context means the 

ability of a system to manage, as well as the potential of this 

system for small and large tasks. [19] focused on scalability in 

their research. They acknowledged that in order to have high 

scalability, an advanced security system is also necessary in a 

system. Furthermore, if the intelligence of objects goes 

upwards, the management of this scalability becomes more 

effective and efficient. In the meantime, one of the important 

tasks of IPv6 is to monitor the scalability of the network. 

However, the study [17] has identified scalability as one of the 

key challenges in the Internet of Things.  Also, tried to model 

IoT in the context of a social network to solve scalability 

problems. They also used the cloud for progress and 

productivity, and finally added that accuracy also increases the 

scalability of relationships and interactions between objects and 

humans [17]. 

In addition to these reasons, [20] argued that many IoT puzzles 

are interrelated and in order to have a useful and advanced 

authentication system, one must pay more attention to the 

scalability factor.  

Interoperability: This means the exchange of sent and received 

data between different devices. According to IoT studies, 

interoperability can be considered as one of the primary 

methods for the IoT framework [21]. Therefore, [22] also 

emphasised the importance of interoperability in the Internet of 

Things. They added that interoperability is very important since 

in integrating devices, different operating systems must be 

supported and a reliable environment must be provided. Many 

articles have discussed the interoperability factor and many 

management approaches have been adopted as solutions for 

interoperability. [23] considered interoperability to be 

mandatory for network standards implementation. According to 

[25] on interoperability, information from different companies, 

industries, or regions will be exchanged. Then, [25] considered 

the use of interoperability in the network and in the physical 

layer as of great importance. However, the growth and 

sustainability of IoT depends on interoperability, privacy and 

security, as well as the energy factor. Finally, it should be added 

that interoperability creates a common language between all 

devices and smart objects so that different programmes with 

different times and places can interact without any problems. 

Mobility: This factor is very important in smart cities and it 

plays a role in various smart city puzzles such as smart health, 

smart transportation, and smart education so on. For instance, 

in the city of Tampere, Finland, an application is designed so 

that individuals can meet each other in different places at the 

same place and time. This application, which is installed on 

smart mobile phones, is able to offer users the type of route and 

the type of means of transportation in proportion to vehicle 

traffic in the city, so that users can reach their desired location 

at a specific time [25]. According to [26] cited mobility as one 

of the key factors in the growth of wireless electronic devices. 

Since most individuals in the society have a computer, laptop, 

or tablet, it is not yet provided the standard network for 

communication. Mobility is one of the challenges of the Internet 

of Things, so one should always strive to improve it, since it 

plays an important role in promoting the user-friendliness of 

IoT-related programmes. 

[27] was a review on IoT-Fog-Cloud. Also, they have studied 

how the Internet of Things applications are managed. This study 

showed that energy, computing and mobility are at 

heterogeneous levels. One of the ideas of the study [27] was that 
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in 5G network, the network can be divided into different and 

small parts and each part of this network can be provided for 

different needs such as mobility support. 

Protocol & Standardisation: With the formation of the network, 

the concept of protocol and standardisation has always been 

important. In fact, a protocol is a set of standard rules and 

regulations that allow communication between different 

devices. In the study [28] made hints in this regard. According 

to them, in IoT services, protocols are sometimes restricted and 

the system architecture is responsible for linking illegal and 

limited protocols. This study also considers security and privacy 

as a single factor. In addition, standardisation and 

interoperability have been mentioned as other challenges in the 

Internet of Things. Generally, standardisation is a concept used 

for social and economic challenges and new business models. 

There are many institutions in the world that define protocols 

and standards in the networking world, such as The European 

Telecommunications Standards Institute (ETSI) in Europe and 

the Institute of Electrical and Electronics (IEEE) in the United 

States. 

It should be noted that in communication, standardisation has 

come to the aid of interoperability criterion to eliminate 

heterogeneous resources [28]. [29] focuses on the challenges of 

IoT. They also examined the protocol factor in terms of network 

error and protocol security. However, due to new needs and 

network expansion in different contexts, new protocols need to 

be defined. 

[30] argued that the lack of some standards and challenges in 

this field leads to the limitation of IoT. Some challenges raised 

include challenges in data management, scalability, real-time 

data processing, security and privacy, interoperability, and lack 

of standardisation. They also mentioned the ZigBee wireless 

protocol. ZigBee is a wireless network standard that is energy 

efficient. Delay in data exchange on ZigBee is very low and the 

international standard for it is IEEE 802.15.4. It goes without 

saying that IoT devices require specific practical protocols for 

each. According to [30], standardisation actually guarantees 

interoperability, and this makes sharing integrated and 

successful. 

Energy Consumption: It is one of the most challenging issues in 

the technology world. Electronic devices, in addition to 

sometimes using a lot of energy, also heat the environment. 

Meanwhile, Microsoft [31] has come up with solutions. Some 

ideas, such as putting these electronic devices in the ocean, pose 

a risk to the environment that could have devastating 

consequences later. This study believes that technology does 

not always bring 100% benefit to individuals in the community 

and it may have disadvantages in the beginning, as the waves of 

smart mobile phones and satellites that cause various harms to 

humans. But such losses can be minimised through study, 

research and experimentation. 

Optimal energy consumption has always been one of the most 

important challenges in IoT to be able to see the integration in 

standard communication [4]. 

 [28] has argued that protocols that use simple routing always 

suffer from less computational complexity and less energy. 

In addition to these reasons [32] focused deeply on the 

challenges of the Internet of Things. They categorised energy 

into technical challenges and acknowledged that energy 

remains one of the major challenges in the field of information 

technology such as systems based the ICT [33]. Also, [32] 

believes that current policies and programmes do not meet the 

needs of IoT and today’s challenges. 

However, according to the studies that this article has done for 

privacy and security and of course other main factors (Figure 

3), other challenges have been extracted in the heart of these 

factors, which are discussed in the next section.  

It should be noted that as a result of the studies of this article, 

some factors have a high number of citations and vice versa. 

This does not mean some factors have been less studied, but 

rather that some IoT challenges such as privacy and security 

have been the most studied among articles published by 

different magazines and databases.  

Finally, this study attempts to discuss the generalities of IoT-

related topics. In addition, regarding the critical and challenging 

factors of the Internet of Things, this article could point out to 

some extent what the researchers have said and what they have 

not said. 
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III. RESEARCH METHODOLOGY 

Due to the extent of the Internet of Things and its overlap with 

various fields, many factors are involved with the Internet of 

Things and it creates challenges as it develops. Each of them 

may play an important role in some areas and vice versa as IoT 

has entered various fields of health, industry, economy, 

business, etc. Different researchers specialise in each of the 

fields they enter, taking into account the challenges of that field 

to conduct their research and provide optimal solutions. 

However, some of the challenges, regardless of the field in 

which they operate, are general and can help individuals who 

study IoT to present their solutions optimally, taking into 

account the real challenges and open vision, or produce related 

products. For this reason, this study introduces general 

challenges related to all areas of IoT, having the most overlap 

in the Internet of Things. Therefore, IoT technology can claim 

success and epidemic if the extracted challenges are carefully 

examined and finally solved. 

In this study, 315 scientific articles and researches were 

extracted from reputable scientific databases such as Elsevier, 

Springer, IEEE Explore, Google Scholar, and Research Gate 

along with several reputable scientific websites and they were 

reviewed. Finally, 155 scientific articles were selected and used 

to write this article. There were many reasons for omitting some 

articles that were put aside. For example, articles such as IoT 

Challenges in Big Data, Smart Health, Smart Sensors, Wireless 

Networks, Cloud Computing, and Fog Computing. 

The findings and material were examined that had the most 

convergence.  

Today, communication has a very high cost, so the steps must 

be done properly and with a plan so that the work can be 

witnessed in real-time. On the other hand, [24], the use of IoT 

has been evaluated very differently according to the needs of 

the end-user. Due to the complexity and difficulty of the task, 

this study attempts to examine six key and interrelated factors 

together. Figure 3 illustrates these key IoT challenges.

 

 
Fig.3. the Internet of Things Critical Challenges. 

Security is a prerequisite for starting any IoT project or service, 

as stated [34] privacy must be maintained in this field by 

maintaining and protecting data. They added that IoT is 

accepted by the public when people make sure that their 

information is protected in this context. 

It can be argued that with the advent of the Internet of Things, 

many of the challenges in the field of ICT became more 

apparent. Scholars have considered mechanisms such as 

encryption and authentication system for this [35]. Generally, 

users and end users of IoT services expect speed and of course 

quality. It is normal that security is seriously challenged when 

it comes to speed. Therefore, this study examines security and 

privacy at first glance. In this study, access control is the first 

challenge posed by security and privacy. Access control in a 

programme is possible when authentication is done; this is 

accomplished today in various ways [22]. 

Generally, in order to overcome a crisis and a challenge such as 

access control, requirements must be considered. These include 

requirements such as confidentiality and authentication. Access 

permission is issued after authentication; secure communication 

is achieved in such condition [26]. Then, went on to say that 

trust is essential to IoT. In this article, trust is under the factor 
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of security and privacy, as well as different meanings of the 

concept of trust in research findings. Thus, it can be said that 

there is no definite opinion about trust, although this is 

important for the Internet of Things. 

[36] have used the term trust management in their research. 

They mentioned trust as one of the RFID security issues and 

also considered it necessary to pay attention to trust 

management in order to improve the features of wireless sensor 

networks. In the continuation of the challenges included in 

security and privacy, two factors of identification and 

authentication are discussed together due to convergence [37]. 

On the other hand, in IoT, it is possible to identify and 

authenticate a unique object. For example, to identify some 

products, a unique QR code is used, which has made 

identification easier. Additionally, in the previous section, 

RFID radio frequency identification was mentioned [38]. 

Access control and authentication mechanisms are used in most 

IoT applications. The concept of Integrity is another method 

that is defined along with confidentiality and integrity. Security 

and its current challenges ahead do not end here and they have 

a broader concept. 

One of the most basic concepts in the Internet of Things security 

is confidentiality. It depends on several factors, here data 

sensitivity should be measured and a protection mechanism 

should be considered in proportion to the level of data 

sensitivity [37]. Confidentiality is indeed a security and privacy 

challenge. Confidentiality should ensure that the information 

exchanged should not be understood or read by anyone. This 

continues until it is ensured that the end user has access to the 

information after authentication and identification [38]. 

Accessibility is actually one of the last issues in security that 

should be considered and is usually raised after issues such as 

confidentiality and integrity. After authentication and 

identification of the user, the data or information must be 

available in real-time [39]. 

The concept of scalability implies in different areas of 

management in the field of network. A scalable network 

solution is essential to achieve the benefits of the various IoT 

domains. Thus, the network can support millions of subscribers 

when it is scalable. The concept of scalability also reduces costs 

and ease of operation. Sensors, cameras, and other electronic 

devices in IoT require a coherent interaction. When the number 

of data sent and received on IoT reaches a billion objects or 

more, the scale and complexity also expand. This leads to 

scalability in network management [23]. 

[29] has acknowledged that scalability has features that should 

be considered in the implementation of IoT services. These 

features include software, hardware, marketing, networking, 

and business. This study believes that these features should be 

considered in many stages. For instance, marketing and market 

knowledge should be studied and assessed before starting any 

project. IoT has moved to the point where it can now turn data 

and information into knowledge, and the challenge of 

scalability is defined here. Although this article argues that 

some scalability features such as marketing and business should 

be studied before the project, some features and challenges such 

as software efficiency and user-friendliness are identified 

during the work. 

Thus, [27] discussed the concept of interoperability after the 

scalability challenge. Interoperability makes sense in network 

congestion and delays in sending and receiving calculations. In 

this article, interoperability is a principle in IoT since it is not 

yet accepted in many industries and still has a lot of margins 

due to privacy. Due to the extent of the network and the 

importance of this issue, the need for valid protocols has been 

felt more in the world, and in the meantime, the IPv6 protocol 

has been introduced. [19] has raised the issue of interoperability 

following the advent of IPv6. In [40] IPv6 has been researched 

as a key strategy and feature. 

According to [41], in order to achieve the ideals of 

interoperability, several other challenges have been defined that 

should be regarded. [41] considered the virtual representation 

of things, searching, finding and accessing thing, and syntactic 

interoperability between things as the key interoperability 

challenges. Despite advances in technology, virtual display of 

an object, search, find and access to an object, and 

interoperability are still key challenges that need a lot of work. 

Another challenge that this article faced was the issue of 

mobility. Mobility is enabled through protocols such as IPv6. 

[38] has developed solutions for mobility from a management 

perspective. In other words, interoperability is one of the 

management requirements of mobility in dynamic systems, and 

IoT systems must have adequate monitoring and management 

of mobility in order to have stable security. 

Network protocols and the IoT infrastructure in general must be 

so that they have the highest level of flexibility. Mobility is one 

of the issues that is very changeable and should be managed in 

the Internet of Things environment. Mobility variability 

becomes more prominent in networks such as Ad-Hoc. One of 

the mobility features is movement detection, which monitors 

devices and it is necessary to respond to changes [19]. 

In other words, one of the features that distinguish IoT from 

many other new technologies is the concept of mobility. This is 

very sensitive in some places such as hospitals and medical 

centres. [42] argued, there are two very important features in 

mobility that should be considered in the management debate. 

The first characteristic is the detection of movement of the 

device and the second one is control messages. According to the 

findings in this article, for the Internet of Things security issues, 

it is necessary to monitor devices and many fixed and variable 

objects, and on the other hand, monitor and control network 

traffic to optimise both management and prevent possible 

attacks. This issue has grown in today’s world, but some end 

users of new services and technologies still do not allow their 

location to be identified and monitored, and therefore these two 

features can be in the category of mobility challenges. 

The next challenge discussed in this article is protocol and 

standardisation in one perspective and in the form of a factor. 

As mentioned earlier, this article examined the research and 

attitudes that had the most in common. Some projects interact 

with defined protocols and use them, while others offer 

solutions for integrating protocols. On the other hand, in order 
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to have reliable interoperability between different and smart 

objects and devices, the issue of standardisation arises [19]. As 

stated, [41] the Internet of Things always needs standards to 

interact between new software and hardware. Hence, security 

protocols play a key role in the future of IoT. As mentioned in 

the literature review section, the definition of network protocols 

and standards in specific and limited institutions are determined 

and explained according to specific criteria. 

According to [30] accentuated the importance of the 

standardisation challenge. They acknowledged that if the 

challenges of standardisation and protocol are not managed, 

they will have very irreparable consequences. According to the 

studies have done in this article, two factors of wireless 

protocols, data standards from the research [43] can be 

considered as features of the protocol and standardisation 

factor. Finally, it should not be added that it is not so that some 

of the challenges of the Internet of Things are important and 

some are of lower priority. If only one part of IoT encounters a 

problem, infiltration may occur from that area. 

The sixth and critical factor of IoT included in the key 

challenges model of this research is energy consumption. The 

share of energy consumption only through electronic and active 

devices in IoT has become a very serious and important issue 

today. Studies show that the use of clean energy has started in 

smart cities, but there is a lot of work to be done. For example, 

it should be added that one of the most practical uses of solar 

energy in the smart city has been in the lighting context. The 

other article [21] has well pointed out that new devices in the 

Internet of Things are being produced and used more efficiently 

day by day. Moreover, one of the most common ways to reduce 

energy consumption in IoT is its control and management. For 

instance, cameras and sensors that see a moving object are 

activated and monitor events. Hence, smart energy is a term that 

plays a key role in the dynamics and formation of the smart city 

[32]. This study also examined four features of energy 

harvesting, energy conservation, energy usage, energy 

sustainability for the energy consumption factor. Description on 

saving energy was given above. The Internet of Things vision 

shows that over time, devices on the Internet will appear to be 

more efficient. However, the main concern and challenge of this 

research in this particular case is that the IoT vision is based on 

expansion and development in various industries. Although the 

energy consumption of devices will decrease over time, the 

increasing expansion of IoT in various industries will pose new 

challenges. Finally, this article believes that for energy 

conservation as well as sustainability, scientific and academic 

environments can increase productivity by having practical 

experience of the Internet of Things services. 

Finally, this study believes that have examined those articles 

and scientific materials that had the most overlap. Based on 

previous literature and findings, as written in this section, these 

six key IoT challenges are addressed one after the other and are 

interdependent. 

IV. CONCLUSION 

Since the Internet of Things have entered many areas, including 

industry, agriculture, health, business, and even everyday life, 

and has linked all of these areas to individuals, it indicates a 

very large extent. The scope of IoT and the objects and 

components that are added to it increase every day. Therefore, 

there will be many challenges in the future and these challenges 

should be discovered and identified in order to provide solutions 

for them as soon as possible.  

Obviously, the purpose of IoT is to improve the quality of life 

and reduce the cost of living, and ignoring its challenges will 

lead to more traffic loads and costs, which endanger the Internet 

of Things framework. As the Internet of Things grows, so do its 

challenges. Therefore, six basic factors along with a number of 

sub-factors were identified and introduced in this article leading 

to the Internet of Things challenges. The extracted challenges 

in this article are prepared in the form of Table 1. In this section, 

we explain these factors overlap with each other. 
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Table.1. This table indicates the critical challenges mentioned in this research and its most important Sub-Challenges or features. 

 
Sub-Challenges or Features Main Challenges 

   

 

    
Access Control [19] [22] [26] [37] [39] [44] 

Trust [15] [19] [26] [37] [45] [46] 

Identification & Authentication [19] [22] [26] [37] [38] [39] 
Integrity [26] [37] [38]  

Confidentiality [19] [37] [38] [39] 
Availability [38] [39] 

 

   

   

Security 

[4] [26] [28] [34] [35] [38] [39] [41] [42][47] [48] [49] [50] [51] [52] [53] 

[54] [55] [56] [57] [58] [59] [60] [61] [62] [63] [64] [65] [66] [67] [68] [69] 
[70] [71] [72] [73] [74] [75] [76] [77] [78] [79] [80] [81] [82] [83] [84] [85] 

[86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96] [97] [98] [99] [100] 

[101] [102] [103] [104] [105] [106] [107] [108] [109] [110] [111] [112] [113] 
[114] [115] [116] [117] [118] [119] [120] [121] [122] [123] [124] [125]  

& 
Privacy 

 [15] [21] [24] [28] [34] [38] [41] [50] [55] [62] [64] [70] [71] [75] [94] [98] 

[103] [115] [120] [121] [126]  

Business [29] [33] [37] [127] [128] [129] [130]  

Marketing [11] [29]  

Software [29] [131] [132] [133] 
Hardware [29] [134] [135] [136]  

Networks [29] [41] [137] [138] [139] [140] [141] 

Scalability 

[19] [23] [28] [29] [32] [41] [55] [125] [142] [143] [144] 

Virtual Representation of Things [27] [41] 
Searching, Finding and Accessing Thing [41] [145] 

Syntactic Interoperability between Thing [41] 

IPv6 Addressing [19] [38] [40] [42] 

Interoperability 
[19] [21] [22] [23] [24] [27] [39] [41] [55] [94] [95] [120] [123] [142] 

Detection of Movement of the Device [41] 
Control Messages [42] [146] 

Movement Detection [19] [147] [148]  

Mobility 
[15] [19] [26] [27] [38] [42] [55] [86] [93] [94] [95] [142] 

Wireless Protocols [30] [43] [149] 
Data Standards [30] [43] [150] 

Protocol & Standardisation 
[19] [28] [29] [30] [41] [43] [117]  

Energy Harvesting [24] [32] [96] [151] [152] [153] [154]  

Energy Conservation [21] [32] [96] [155]  

Energy Usage [32] [96] [156] 
Energy Sustainability [24] [96] [157] 

Energy Consumption 

[19] [21] [24] [26] [28] [29] [32] [41] [95] [96] [98] [120] 

The most critical and key challenges of the Internet of Things 

in this article is the security and privacy, given the number of 

citations, because at the risk of it, a large gateway for attacks, 

vulnerabilities and capital may occur. Because there are 

millions of IoT-connected devices, the vulnerabilities in the 

devices that connect to individuals provide easy access for 

hackers and can be a threshold for advanced attacks. 

The Internet of Things assets are all components, objects and 

devices that are connected to the Internet of Things and they are 

an important component that loses its popularity among 

individuals when these assets are endangered. 

As mentioned, IoT is a combination of different objects, and 

according to this article, each has its own security requirements 

that must be met. In addition to security, the privacy of those 

involved with these objects is very important so that their 

personal information is not disclosed. Thus, access control, 

trust, authentication, integrity, confidentiality and accessibility, 

if not followed, will destroy the foundations of security. In the 

absence of security, the Internet of Things objects become 

zombies that devour individuals. Therefore, with the said 

materials, there is more focus on the challenges of security and 

privacy in the world, and there have been many studies 

emphasising that solutions and techniques should be developed 

to solve these problems.  

 By putting together, the achieved challenges, it has made it 

possible for future researchers to know the challenges of each 

dimension in IoT, to be able to provide basic and problem-free 

solutions. This article also argues that all of the above 

challenges should be controlled and managed in parallel 

because if one factor is damaged, other factors are also at risk. 

As mentioned before, security and privacy are two closely 

related concepts in the Internet of Things that are discussed in 

one field in this research. According to the studies conducted, 

security plays a key role in all levels of the Internet of Things, 

such as hardware and software. Also, among the 155 articles 

reviewed, the most focus is on security and privacy. As 

mentioned in [158], the reason for this importance is the 

increasing data and information in the network platform as well 

as the expansion of the network world. Furthermore, conditions 

including climate diversity, infrastructure, different platforms 

for diverse projects, and many others have also made it difficult 

to address the issue of security and privacy. Hence the sub-

factors extracted for this field include Access Control, Trust, 

Identification & Authentication, Integrity, Confidentiality, and 

Availability. Access control focuses on process-based access 

management, and trust refers to object authentication and data 

security, as emphasised in previous studies. As mentioned 

before, the main and secondary factors in this research are 

complementary. Therefore, Identification & Authentication is 

one of the most vulnerable sub-factors and if the identification 

and authentication is not done securely and as soon as possible, 
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it can endanger the security and privacy of users’ information. 

In this research, the selected factors and sub-factors are 

complementary to each other, and therefore the Integrity sub-

factor after the mentioned sub-factors examines the integrity 

and ensuring the completeness of the data. The data is then 

checked through the Confidentiality sub-factor to see if the 

information reaches the destination with complete accuracy, 

and finally Availability is the last sub-factor that has been 

extracted for this study. Availability is a key factor in the 

Internet of Things, which provides the reliability of users’ 

products in the cloud services. 

The second factor investigated and extracted in this study is 

Scalability. Therefore, the challenges of this factor are always 

increasing in proportion to the development of the Internet of 

Things, and its sub-factors include the topics of Business, 

Marketing, Software, Hardware, Networks. 

The third key factor extracted from the 155 articles studied is 

the Interoperability, systems and platforms in the IoT platform 

are not of a particular type, and this is exactly the factor that 

provides communication and sharing among different IoT 

devices. 

Virtual Representation of Things, Searching, Finding and 

Accessing Thing, Syntactic Interoperability between Thing, 

IPv6 Addressing were selected as sub-factors of this important 

issue. As can be seen from the meanings of these sub-factors, 

access to objects, search, virtual display of objects, 

interoperability between objects and IPv6 addressing speed up 

and improve the interoperability of the Internet of Things. 

However, Mobility has always been one of the most important 

IoT factors and has been considered as the next factor in this 

study. According to the results of this research, Mobility 

indicates productivity and increase in profitability, and 

companies should also trust this factor in big data analysis. 

Mobility detection, message control and device mobility 

detection are the responsibility of the Mobility sub-factors, 

which may have challenges in wide range. 

Protocol & Standardisation is considered as the fifth main factor 

of this study. Standardisation and definition of protocols in the 

network world has always been considered in organisations 

such as IEEE. This includes high levels of security, privacy, 

integrity, and other factors because everywhere a specific 

standard and rules are followed, such as data standards and 

wireless networking protocols, and so on. For example: 

(Protocol - IEEE 802.11). Energy Consumption is the last key 

field in this study. Today, energy consumption is one of the 

main challenges of the Internet of Things. According to studies, 

network hardware and equipment consume high energy and 

consequently create warming for the planet. Although some 

companies have thought of arrangements for this issue, it must 

be boldly said that this factor is one of the overlooked options 

in the field of IoT that has not been seriously considered. The 

sub-factors of this key factor also refer to the amount of used 

energy, energy saving, energy sustainability, and how to use 

this energy. As mentioned, this study does not intend to give an 

overview of this issue, but rather to give an overview to future 

researchers. 

Finally, the six factors and the sub factors have been presented 

in this article as critical and key challenges based on the 

explanations given to each and their degree of importance and 

that they are common to all areas of the Internet of Things. 
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