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Abstract---- Proof of Stake (PoS) models are energy-efficient and
require limited computational power. These features are critical in
telemedicine environments, where resource-constrained devices
must handle sensitive data securely. The growing need for
auditable and privacy-preserving data storage in telemedicine
underscores the importance of PoS models optimized for
lightweight devices while complying with strict regulatory
requirements, such as the Health Insurance Portability and
Accountability Act (HIPAA).This study was guided by two
research questions: (i) Which PoS models are lightweight and
suitable for telemedicine? and (ii) What features make lightweight
PoS models effective for privacy and efficiency in telemedicine? To
address these questions, a systematic literature review (SLR)
guided by the PICOC framework was conducted to investigate
lightweight PoS models that can enhance privacy in telemedicine
systems. Out of 2,394 papers studies screened, 55 were included in
the analysis. The findings identified Algorand, Ouroboros Praos,
Tendermint, Nxt, and Casper CBC as promising candidates. Key
enabling features included lightweight voting mechanisms, such as
Byzantine Agreement protocols and Verifiable Random Functions,
as well as cryptographic techniques like symmetric encryption and
multiparty computation. Performance metrics evaluated included
latency, throughput, energy efficiency, and battery consumption,
with Grey Relational Analysis ranking Algorand highest due to its
low latency, high throughput, and minimal energy consumption.

Keywords-- Proof of Stake (PoS), Telemedicine Systems, Lightweight
Models, Data Privacy, Voting Mechanisms, Data Encryption

I.  INTRODUCTION
Privacy in the processing of patient data has been emphasized
by several regulators including General Data Protection
Regulation (GDPR) and Health Insurance Portability and
Accountability Act (HIPAA). These regulations emphasize
enforcement of privacy and data protection in health
information systems[1]. Ensuring privacy in telemedicine,
however, presents unique challenges due to the reliance on
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small, resource-constrained devices with limited storage and
computational power. telemedicine requires solutions that
provide comparable privacy on resource-constrained devices

[2].

Proof of Stake (PoS), first introduced in 2011 by blockchain
researchers seeking to improve the efficiency of digital
currency systems offers potential in this context. Developed as
an improvement over the Bitcoin Proof of Work (PoW)
protocol, PoS reduces the computational overhead and energy
waste inherent in PoW [3], [4]. Since its introduction, PoS has
expanded beyond cryptocurrency into diverse fields such as
finance, healthcare, administration, and agriculture [5]. In
telemedicine, however, the direct application of PoS remains
challenging because most protocols were designed for high-
capacity systems and remain too computationally demanding
for low-power devices. Extant literature indicates Byzantine
Agreement protocol and verifiable random functions to achieve
efficient consensus, while others leverage multiparty
computation and symmetric key cryptography to enhance data
security under constrained conditions [6] , [7], [8].

Recent studies propose lightweight PoS models for low-
powered telemedicine devices, incorporating voting and
encryption mechanisms to ensure confidentiality and
verifiability [9], [10]. Scholars have focused on features of PoS
models that make them suitable for lightweight
environments[11]. Voting mechanisms, which determine how
validators are elected, are crucial features explored. Algorand’s
Byzantine Agreement mechanism [12] offers low
computational requirements while ensuring privacy and
decentralization. Another property explored is verifiable
random functions (VRF) for validator selection and Ouroboros
Praos that helps in balancing fairness and efficiency [13].
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Nevertheless, several challenges remain, including consensus
throughput, resource consumption, transaction latency, and
block storage efficiency. Moreover, literature lacks a systematic
analysis of PoS models tailored to the specific privacy and
efficiency requirements of telemedicine environments. This
paper reviews lightweight Proof of Stake (PoS) models for
enhancing privacy in telemedicine, focusing on suitability for
resource-constrained devices. It highlights key mechanisms,
evaluation metrics, and research gaps, offering directions for
optimizing PoS in telemedicine applications. The study was
guided by two research questions:

i.)  Which PoS models are considered lightweight and
suitable for telemedicine?

ii.) What features make lightweight PoS models effective
for privacy and efficiency in telemedicine?

1L METHODS
The study used the PICOC framework. The protocol shows the
steps taken in carrying out the study. PICOC was adopted
because it explicitly incorporates Context, which is essential for
analyzing lightweight PoS mechanisms within telemedicine
systems running on resource-constrained devices indicated in
Table 1 and Figure 1.

Table 1: PICOC framework

Blockchain-based
telemedicine systems.
Lightweight PoS models suited
for resource-constrained
devices.

Lightweight models versus
traditional PoS mechanisms.

P (Population/Problem)

I (Intervention)

C (Comparison)

O (Outcome) Effectiveness measured by
privacy, energy efficiency, and
system performance.

C (Context) Privacy-preserving

telemedicine within regulated
healthcare environments.
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P(Population/problem) Blockchain-based Telemedicine systems

I(intervention/exposure Lightweight PoS models

C(comparison): Compare among PoS models

O(outcome): effectiveness of lightweight PoS models

C(Context) Prvacy preserving telemedicine systems

Figure 1: PICOC Framework in relation to Lightweight PoS
models

The method consists of three main activities: Planning,
Execution, and reporting. [15], [16]. Each activity has several
processes and steps that were carried out. At planning, tasks
were scheduled and relevant resources were assigned. The
activities and procedures carried out in this section were
documented to ensure the validity of the study. The execution
activity had several processes; retrieving data, selection of the
study, data extraction, and data synthesis. Reporting of the
results is the last activity. It answers the research questions and
presents findings from the entire process. [16]. The following
are the search steps used in SLR.

2.1 Planning the Review

The study carried out this activity by defining the research
protocol, and the research questions that guided the study
objective, and developing the research strategy. Afterward, the
study defined the criteria for inclusion and exclusion as well as
how data was extracted.

2.1.1 Information Sources

Peer reviewed journal databases were used in sourcing
published papers. The information sources included:

a. Scopus (Www.scopus.com)
b. IEEE Xplore

c. ScienceDirect

d. PubMed

2.1.2 Inclusion and exclusion criteria
There is an increasing interest in the area of blockchain
technology as well as telemedicine systems. Out of the many
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publications, some were not relevant to the study. It was
possible to identify relevant publications through inclusion and
exclusion criteria. Only primary studies relating to the thesis
were included.[15]. Therefore, this study was limited to
electronic journals, conference and workshop papers.

On the exclusion criteria, journal articles that were based on
secondary data were excluded. Although books, web pages,
working papers, trade fairs, and magazine articles offer rich
content, they were excluded from this thesis. The studies have
not been subjected to peer review hence the validity of the
content cannot be verified. Therefore, the quality of the sources
and authority of the paper cannot be reliably established.

2.2 Data extraction and synthesis
The process of data extraction and synthesis is important for
SLR. This section presents how it was carried out.
2.2.1 Defined Keywords
The keywords were extracted from the research questions. They
are listed below:
1. Data Privacy
Telemedicine Systems
Privacy Issues/Challenges
PoS Models (Proof of Stake Models)
Enhancing Data Privacy

nhwn

2.2.2 Search engine identification

The search engines were identified based on specific areas of

research, and the reputation of the publishers. They included:
a. Scopus (Www.scopus.com)
b. IEEE Xplore
c. ScienceDirect
d. PubMed

2.2.3 Defining search string

The keywords were used to form a search string using the OR
and AND connectors. Words were concatenated with the
defined synonyms with the connectors. The following shows
how the search strings were defined for different search
engines.

(Information Privacy OR Data Protection OR Confidentiality
of Information OR Privacy of Personal Data OR Data
Confidentiality OR Personal Data Protection) AND (Staking
Models OR Stake-Based Consensus Models OR Proof of Stake
Algorithms OR Staking Consensus Protocols OR Stake
Validation Systems) AND (Telehealth Systems OR Remote
Healthcare Systems OR Telemedical Platforms OR E-Health
Systems OR Digital Health Systems OR Virtual Care Systems
OR Telecare Platforms OR Remote Patient Monitoring
Systems).

2.2.3.1 String Refinement
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String refinement was carried out on various databases to
ensure that the results generated were relevant. The filters on
the selected search engines were used to ensure that the search
results were recent, relevant to the study area and they were
primary research studies. The refinement of the string was done
on a case-by-case basis where some keywords or abstract were
analyzed on relevance.

2.2.3.2 Search String Execution

Once the process of search string was defined, it was used on
each of the search engines. The search strings used were kept
in the research note document to ensure consistency in all the
searches. The search findings were exported to the Mendeley
reference management tool.

2.3 Download and store search results.

The following section shows several search results carried out
from different databases.

The search in the PubMed database for instance as shown in
Figures 2, 3, and 4

Pu bWed (peert it iy AND emeie ) O (eemedicresem. m

Fites gl Abset. e Al e, Crice vl Ranomzed Conroled Tl i e
st e, Cearal

Figure 2: PubMed first search results
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1 Fulltext

[] Associated data

[ < ]

Figure 3 PubMed refined the search with inclusion criteria

Initial search is depicted in Figure 4 depict the initial search that
applied to papers under year of 5 years, abstract and full text
should be available and they should be primary studies.

2.3.1 IEEE Xplore search

IEEE.rp | IEEE Xphe | IEEESA | IEEE Spechm | Mot

IEEEXPiOf'eE BrowseV  MySetingsV  Hepv  Insiiuional Sign n

ADVMHCEDSEARCH

ﬂ Sed Search Alerts [REIHIL TG

Showing 125 of 14,923 resuits for

“Information Privacy" OR "Data Protection" OR "Confideniality of Information" OR "Privacy of Personal Data" OR "Data Confidentiality" OR
"Personal Data Protection”AND ("Staking Models" OR "Stake-Based Consensus Models" OR "Proof of Stake Algorithms" OR "Staking Consensus
Protocols" OR "Stake Validation Systems") AND [ Telehealth Systems" OR "Remote Healthcare Systems" OR "Telemedical Platforms™ OR "E-Health
Systems” OR "Digital Health Systems" OR "Virtual Care Systems" OR "Telecare Platforms" OR "Remote Patient Monitoring Systems”)

[ Conferences (11,766) [0 Joumals (2,254) (] Magazines (363) [ Books (212)

[ Standards (86) [ Early Access Artcles (36) (J Courses (6)

Figure 4: initial IEEE Xplore search results

The search with the search strings defined gave an output of
14,923 files that included books, courses, magazines, and
conference papers. Since they were part of the exclusion
criteria, the searchers were excluded. More filters were applied
to the data as indicated in Figure 5.

www.ijcit.com

Volume 14— Issue 3, September 2025

EcE oy | 1EEE phve | IEEESA | 1EEE Spestum | Moe Sies

|EEEXPJ'0fe: Browsev  MySengsv Hepv  stiuonalSignin

ADVANCEDSEARCH

Items Pe Page * Set Search Alerts [EEEIMIB IS0

Showing 1-25 of 1,649 resuls for

“Information Privacy” OR "Data Protection” OR "Confidentiality of Information® OR "Privacy of Personal Data" OR "Data Confidentiality” OR
"Personal Data Protection”AND ["Staking Models" OR "Stake-Based Consensus Models" OR "Proof of Stake Algorithms" OR "Staking Consensus
Protocols" OR "Stake Validation Systems") AND ("Telehealth Systems" OR "Remote Healthcare Systems" OR "Telemedical Platforms" OR "E-Health
Systems" OR "Digital Health Systems" OR "Virtual Care Systems" OR "Telecare Platforms" OR "Remote Patient Monitoring Systems”)

v Fitters Applied: Joumalsx (General Data Protection Requiationx ~ Confidential Informationx  Data Privacyx  Intemet Of Things
Privacy Protecfion  Encrypted Datax  Data Protectionx  Smart Contractsx  Intemet Of Things Devicesx  Personal Datax  Privacy lssues
025

User Datax 2019
Figure 5: IEEE Xplore filtered search

After applying the filters for publications within 5 years and
other filters such as keywords, the search total was 1,649. The
files were downloaded in Excel. The download included the
abstract for further screening.

2.2.2 Snowball search

To expand on the search of the papers, research keywords were
used to look for graphs of related papers. Research Rabbit tool
was used to graph map the research articles as indicated in

Figure 6.
Efficient and Universally Composable Single Secret Leader Election from Pairings 2 Fiters = More
Originpager X .
ot and Universaly Co i ° Efficient and Universally
S ) 9 s Composable Single Secret Leader

Election from Pairings

Sharing from Wretap

Sectlemen Baunds for Longest-

Figure 6: Snowballing on related studies for more refined
results
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2.2.3 Checking for Duplicates

The Mendeley research tool was used to detect and remove
duplicate in exhibited in Figure 7 and Figure 8

455 01 upicaes il e same DK

<2 duplcates

COLLECTIONS

T et conins  duplcates o e

GROUPS

Figure 7: Mendeley research tool for the detection of
duplicates

o sets 07 upcates wih e same DO

& Duplicate set resolved

Kerber T, Kohiweiss A . Ouakoms Crypsnous Prvacy-Presening Proocof L. 28 019 IEEE Aoded 134

1§ Duplicate set resolved

1§ Duplicate set resolved

COLLECTIONS

§ Duplicate set resolved

Bouapes Atascnomy of bockzhein nsens m. M Epetd. At D3AT003

GROUPS 1 fl uploaded, 41 reerences generaled ° °

Figure 8 removed duplicates in research references

2.4 Selection of papers

The process of paper section is outlined below.

2.4.1 Selection of the papers- first stage [by title and abstract]
The research objective was to classify proof of Stake (PoS)
models used in telemedicine. At this first stage, the papers
selected were based on their titles and abstracts to ensure that
they were relevant to the research objective. The titles and
abstracts were examined to identify studies that discussed PoS,

www.ijcit.com

Volume 14— Issue 3, September 2025

telemedicine systems, and data privacy mechanisms in
healthcare. The criteria for inclusion of the papers were:
- Research articles that explicitly mentioned proof of
stake models.
- Research studies that focused on telemedicine or
healthcare technology
- Related studies on data privacy in telemedicine
systems.
- Papers that were published between 2019 to 2024 in peer-
reviewed journals as per defined criteria

During the initial search, the following results were realized:

Table 2: Initial Search Results

Search Engine Results

- Scopus - 400 papers
- IEEE Xplore - 1649 papers
- ScienceDirect - 100 papers
- PubMed - 245

Total papers on - 2,394
initial[refined] Search

Out of the 2,394 in Table 2 research papers in the initial search
results, those that did not align with the scope of the study or
explored other blockchain models such as Proof of Work were
excluded. In the end, the number of studies was narrowed. The
studies that were irrelevant based on title and abstract alone
were filtered at this stage. The outcome are exhibited in Table
3:

Table 3: Stage One Selection Results

Search Engine Included
papers after
stage one

- Scopus - 120

- IEEE Xplore - 300

- ScienceDirect - 40

- PubMed - 60

Total Papers after Stage | - 526

One

2.4.2 Selection of papers -second stage [by introduction and
conclusion]
In the second stage, papers selected in the first stage were
further examined by reading the introduction and conclusion
sections of 520 papers. The objective was to confirm the
relevance of the studies to the focus of the research on
the classification of PoS models in telemedicine systems. The
researcher examined the introduction section to establish
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whether the research problem, objectives, and background were
related to PoS and telemedicine. The conclusion was assessed
on its contributions and findings, to ensure that they offer
insights into the adoption, design, implementation, or
improvement of PoS models in healthcare systems. Studies
were excluded if:
- The research did not address the context of PoS in
a healthcare environment
- The conclusions did not offer significant findings that
relate to telemedicine
- The paper focused on generic blockchain models
without specific relevance to PoS

The goal of this section was to ensure that at this stage, the
remaining papers offered substantial and relevant discussions
that aligned with the research objectives. The outcome results
are in Table 4.

Table 4: Selected papers after stage two

Search Engine Included
papers after
stage two

- Scopus - 40

- IEEE Xplore - 90

- ScienceDirect - 25

- PubMed - 20

Total Papers after Stage | - 175

Two

2.4.3 Selection of papers third stage- [complete reading and
quality checklist]

At this stage, 175 papers remained for the final stage review.
The remaining papers were fully interrogated and evaluated for
their quality and depth. Based on the study-defined inclusion
criteria, the papers were assessed whether they met the
methodological and context requirements needed for inclusion.
The activities in this stage included assessing the paper on:

- Relevance: Does the paper specifically address PoS models in
telemedicine systems?
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Figure 9: Checking for relevance and context of papers

- Methodology: does the study clearly define research
methodology and apply it appropriately?

- Findings: does the paper give significant contributions to
understanding the role of PoS models in enhancing data privacy
in telemedicine?

- Clarity: is the study well-written, with appropriate definitions,
objectives, and results?

- Peer-reviewed: is the paper published in reputable research
database, peer-reviewed journals? This is shown in Table 5.

Table 5 Selected Papers after Stage Three

Search Engine Included papers after
stage three

- Scopus - 15

- IEEE Xplore - 25

- ScienceDirect - 10

- PubMed - 5

Total Papers - 55

Papers that did not meet the research inclusion criteria were
excluded at this stage. The remaining studies consisted of high-
quality, relevant research offering meaningful insights into PoS
models in telemedicine systems. Figure 10 shows a flow
diagram summarizing the selection process, which included
identification of records, removal of duplicates, screening
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based on inclusion criteria, and final selection of high-quality,
relevant studies.

Total papers on initial [refined] search (n = 2,394)

1
1

Full-text articles assessed for eligibility (n = 175)

1

Studies included in the qualtative synthesis (n = 55)

After duplicates removed (n = 526

Figure 10 Summary of Search Process

1L RESULTS AND DISCUSSION
This section presents and discusses the results for PoS models
for enhancing data privacy in telemedicine systems organized
by the research questions: RQI, the voting mechanisms that
make PoS models lightweight; and RQ2, the data encryption
techniques used in PoS models.

3.1 RQ1: What PoS models are considered lightweight?

The literature identifies Algorand, Ouroboros Praos,
Tendermint, NXT, and CBC (Chain-based Consensus) as the
main PoS models considered lightweight. Among these,
Algorand (42%), Ouroboros Praos (26%), and NXT (14%)
were the most frequently studied. Scholars focused mainly on
voting mechanisms and data encryption techniques as
lightweight features, while aspects such as storage and
architecture were mentioned less often and generally within the
broader blockchain context. Notably, Algorand’s Byzantine
Agreement and Ouroboros’s Verifiable Random Functions
(VRFs) were frequently highlighted for their efficiency on low-
power devices.
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PoS Lightweight Models Mentioned

Algorand ~ Qurobos Praos  Tendemint  Chain-based Nxt
Consensus (
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3
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PoS Model

Figure 11 PoS models considered Lightweight

Lightweight PoS models were commonly described in terms of
low computational demand, reduced network delays, high
throughput capacity, and low energy consumption. Some
studies also examined battery drain and transaction costs per
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block as additional indicators of suitability for resource-
constrained telemedicine systems.

Methods for evalauting Lightweight

Low Lownetwork  Throughput Energy
computational ~ delay Consumption
demand

% focus in literature
N T
T T - A

Test/methods of Evalaution

Figure 12: How Lightweight is Evaluated

There were 34 authors that used the term low computation
demand in describing a lightweight PoS model. Low network
delays were mentioned by 28 authors. There were 24 authors
mentioning the throughput capacity of the model in
consideration of lightweight. Only 22 authors mentioned
energy consumption.

Majority of the literature published in the PoS models used
processing time (PT) of a block, latency L, block creation rate
(BCR), transactions per second (TPS), energy efficiency (EE)
and battery drain time (BDT) for performance of lightweight
PoS models[17]. From the selected literature, the average of the
performance metrics for different PoS models is presented in
Table 6. The values depend on the network conditions, and
configurations.

Table 6 Performance Measures for PoS Models

Metric | Algor | Ourob | Tender Nxt CBC
and oros mint (Chain

Praos -based

Consen

sus)

Processi | ~4-5 ~20-30 | ~1-2 ~10-20 | ~15-30
ng Time second | seconds | second | seconds
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s per per s per per
block block block block
Latency | ~1-2 ~5-10 ~1 ~5-10 | ~5-10
secon | second | second | second | seconds
ds S ]
Block ~5 ~1 ~1 ~1 ~1
Creatio | blocks | block block block block
n Rate per every per every every
secon | 20-30 second 10-20 15-30
d second second | seconds
S S
Transac | ~1,00 | ~100- ~1,000 | ~50- ~100-
tions 0- 500 TPS 100 500
Per 5,000 | TPS TPS TPS
Second | TPS
(TPS)
Energy | ~0.5-1 | ~1-2 ~1-1.5 ~1-2 ~1-2
Efficien | kWh kWh kWh kWh kWh
cy per per per per per
block | block block block block
Battery | ~Low | ~Mode | ~Moder | ~Mode | ~Moder
Drain (<5% | rate (5- | ate rate ate (5-
Test per 10% (<5% (5- 10%
hour) | per per 10% per
hour) hour) per hour)
hour)

From Table 6, the following inferences are made:

Algorand performs well with high throughput of
approximately 5 blocks per second, it is optimized
for low latency. It has a competitive processing time
and TPS.

Ouroboros Praos has high latency and processing
times

Tendermint offers low latency and high TPS with fast
finality

Nxt has moderate TPS and latency but simple and
suitable for less demanding application.

These outcomes present each PoS model with the potential of
being used in telemedicine systems. It presents a challenge on
selecting which is the most suitable approach to implement.
There is need to find an approach that will help in selecting or
recommending the most suitable lightweight PoS model for use
in telemedicine systems.
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3.2 RQ2: What are the features of lightweight PoS Models?
The lightweight nature of PoS models arises from four main
features: storage approach, architecture, consensus algorithm
(voting mechanism), and cryptography technique. These
features represent functional characteristics that determine how
efficiently a PoS model operates under resource-constrained
environments. Scholars consistently discussed these four as the
core functional units of lightweight PoS models.

Main features Focus PoS Lightweight Models

Voting  Cryptography ~ Storage  Architecture
Mechanisms

2% focus in literature
. 1~ o . w o —
= = [ (=] = [a=] = =

PoS Model

Figure 12: Main Features of Lightweight PoS models

There was a 63% focus on voting mechanisms and 26% of the
studies explored data encryption within the literature. Studies
using simulation were predominant (60%), highlighting the
need for more real-world testing in lightweight telemedicine
applications[19], [20]. Consensus algorithm is mainly about
voting mechanisms, time and trust in selecting the validators
and blocks added to the chain. For this paper, the focus was on
storage, architecture, voting mechanism and cryptography
approach used in lightweight PoS model.

3.2.1  Storage

The storage is an important feature for lightweight PoS models
because telemedicine systems do not have large storage
facilities. The scholars focused on the size of the ledgers and
the amount of data that each node retains[21]. Other aspects that
were explored include pruning, data compression and shading.
Understanding storage management in devices with limited
storage helps with how much data can be stored on the devices.

322 Architecture

www.ijcit.com

Volume 14— Issue 3, September 2025

Architecture, according to the authors, referred to the design of
the blockchain system in relation to node layout [21]. Scholars
did not give a lot of attention to this concept with assumption
of portability of the protocol across architecture.

3.2.3  Voting Mechanisms

This section presents the results on voting mechanisms of some
of the PoS models identified from the literature about
lightweight devices. Overall Table 7 shows features from the
five models were explored.

The comparison of voting mechanisms across PoS models is
summarized in Table 7.

Table 7: Voting Mechanisms, Measures, and Limitations

Model | Voting Key Limitations/Re | Sour
Mechan | Features | marks ces
ism

Algoran | Random | Designed | None specified | [16]

d ized for speed
Byzanti | and
ne energy
Agreem | efficiency
ent , Suitable

for low-
power
devices
like
telemedic
ine
systems

Ourobo | Cardano | Uses None specified | [17],

ros blockch | Cardano [27]

Praos ain blockchai

n,
provides
secure
and
verifiable
voting
mechanis
ms

Tender | Round- | Focused Limited [17],

mint Robin on speed | information on | [27]
Validati | and achieving
on efficiency | lightweight
Rotation | ; requires | optimizations

further
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explorati
on to
make the
mechanis
m
lightweig
ht
Casper | Validato | Enhances | Proposed [29]
CBC r scalabilit | protocol,
Rotation |y  while | limited real-
preservin | world
g deployment
resource | details
efficiency
NXT Random | Early PoS | Suitable for | [31],

ized variant;
Block designed
Creator | for lacks advanced
Selectio | environm | modern

n ents with | optimizations

limited

computati
onal and
storage

capacity

minimal [32],
resource use but | [33]

The selection of participating nodes and validators comprises
the voting mechanism. It is a key factor in achieving
computational efficiency, and hence suitability of PoS models
for lightweight devices such as telemedicine systems. The
consensus mechanism must strike a balance between data
privacy and resource requirements. The balance is critical when
it comes to devices with limited processing power and energy.

Although there are other novel proposed PoS models for
lightweight, the study focused on generic PoS lightweight
models. It is because they have not been tested with real world
data but at simulation level only. Algorand was the most
mentioned PoS lightweight model among the scholars[14].
Other PoS lightweight models found in literature were;
Ouroboros Praos, Tendermint, Nxt and CBC (Chain-based
Consensus). Therefore, the focus was on these models in terms
of their features and how they are measured in relation to PoS
lightweight models.

Algorand uses the Byzantine Agreement (BA) election

mechanism as a voting mechanism. The mechanism selects
validators at random, demanding minimal computational power
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and time from each node. The aspect of randomness is used to
achieve fairness, and reduce energy consumption, consequently
making Algorand well-suited for light for lightweight systems.
However, as discussed by [12], although the model is efficient,
its reliance on all nodes for consensus presents a challenge in
a telemedicine system where some nodes might be occasionally
disconnected.

324  Cryptography

Cryptography is a critical feature for ensuring data integrity,
confidentiality, and efficiency in lightweight PoS models. As
shown in Table 8, secure but computationally simple methods
are preferred to minimize energy use and storage overhead. A
desirable lightweight approach is one that balances security
with minimal computational complexity. For example,
Algorand employs Pure PoS cryptography, enabling quick
consensus and reduced resource consumption. However,
because several components of this method are patented,
adoption, modification, and further improvement by the
broader research community are limited.

Table 8: Encryption Methods, Features, and Limitations

Model Encryptio Key Limitation
n Method Features s
Algoran Pure PoS Quick Patented,
d cryptogra consensus, limiting
phy reduced adoption,
computati modificatio
onal n, and
resources improveme
nt
Ourobor Secure Focuses on Increased
os Praos Multiparty secure data communica
Computati sharing in tion
on decentraliz overhead.
(SMPC) ed systems Because of
the
command-
line
programmi
ng usability
is difficult
Tenderm Station-to- Efficient, Vulnerable
int station secure, to a Man-
(Ignite protocol quick In-The-
Consens Symmetri consensus, Middle
us) c Key and attack.
reduced Limited
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Cryptogra resource scalability
phy consumpti compared
on; to other
suitable solutions
for limited such as
networks Algorand
Casper Hash- Potential No known
CBC Based for deployment
Encryptio lightweigh or
n (Block t application
hashing computati in
Merkle onal telemedicin
trees) systems e
Encryption
is not
primary
focus
Nxt Advanced Open- Restricted
Encryptio source to academic
n Standard licenses use only
(AES) available
for
academic
purposes

HIPAA and GDPR provide guidelines on data minimizing, data
integrity and confidentiality, accountability and transparency.
One of the features of a lightweight system is ability to collect
and transmit minimal data; that only which is required[10].
Secure voting mechanisms and encryption data among different
PoS models as discussed presents data integrity and
confidentiality. On the aspect of accountability, PoS models are
inherently transparent with transaction logs that provides
accountability at each level.

3.4 PoS Features and Metrics

The features and metrics of lightweight PoS models present an
association. Latency is a measure of speed of block finality and
consensus agreement which measures voting mechanism of the
model. Block creation is an indicator of frequency of proposed
block in consensus, it impacts the architecture on throughput
and scalability. Block creation rates also indicate how storage
needs will be handled in a network. Cryptography influences
storage, architecture and data privacy. The privacy of messages
on the network depends on the type of cryptography used. The
summarized table for the metrics and features is shown in Table
9.
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Table 9 Features and Metrics of Lightweight PoS Model

Features of lightweight | Metrics
PoS model
Voting mechanism

Processing time, latency,
block creation rates, TPS,
energy efficiency, battery
drain

Cryptography Cryptographic proof of sizes

Architecture Processing time, latency,
energy efficiency, block
creation rate

Storage Block creation rate, TPS

From table 9, focusing on voting mechanism, and cryptography
is sufficient in addressing the key aspects of lightweight
features and privacy without need to explore storage and
architecture. Voting mechanism directly determines the
computational and network efficiency of PoS models.
Therefore, low computational demand, low network delays and
energy efficiency are concepts that voting mechanism
addresses. The concepts are also measured in relation to
architecture.

Whereas lightweight PoS models focuses on minimizing
resource usage, privacy cannot be compromised hence the need
for cryptography that ensures the balance. Efficient
cryptographic techniques are desired for lightweight models in
securing privacy during transactions and communication
between nodes[22], [23]. Additionally, an efficient
cryptographic system size of signatures and proof hence
minimizing storage requirements. There is minimal data
overhead in transaction validation for some cryptographic
techniques[24]. Privacy and reducing computation and
communication overheads is the priority of lightweight PoS
models. These priorities can be achieved independently of
particular architecture.

3.5 Validation of the Results
The method used for validation of the results is referred to as
Grey Relational Analysis (GRA) for algorithm ranking. It is a
multi-objective optimization technique applied in decision
making problems that are complex with various factors to
consider.
The following steps as proposed by proposed by Professor
Deng Julong in 1982[33], [34] were followed in computing
GRA:

e Extra matric by generating data as per

average literature PoS model performance
e  Grey normalization
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e Determine grey relational coefficient
e (Calculating grey relational grade (GRG)

Step 1 generation of data

The data in Table 10 are extracted using equation (1) as Xdata

X11 X12 - X1in
Xdata =Xz X2 . X2n
Xm1 Xm2 . Xmn

Where m is type of PoS model and » is the performance
measures

Table 10 Grey Relational Analysis Results

Metric Algora | Ourobor | Tendermi | Nx | CB
nd os Praos nt t C
Processin | 4.5 25 1.5 15 | 22.
g Time (s) 5
Latency 1.5 7.5 1 75 |15
(s)
Block 5 0.04 1 0.0 | 0.0
Creation 7 4
Rate
(blocks
per
second)

Transacti | 3000 300 1000 75 | 300
ons Per
Second
TPS

Energy 0.75 1.5 1.25 1.5 | 1.5
Efficiency
(kWh)

Battery 4 7.5 4 75 |75
Drain Test
(Yoper

hour)

Step 2: Normalize data

The data set is normalized as X (j) where (0<x; (j) by using the
following equation (2) to reduce the variability.

Xi() =

X(j) ~min x(j)

max x(j) (j)—-min x(j) 62

where, i=1,2,....m; j=1,2...n.
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the inverted matrix is used where lower values are better such
as battery drain, processing time, and latency

Step 3 Calculating grey relational coefficients. The results are
shown in Tables 11, 12 and Figure 13.

Table 11: Calculating Grey Relational Coefficients

PoS Model GRG
Algorand 0.9439
Tendermint 0.7055
Nxt 0.3557
CBC (Chain-based 0.3406
Consensus)

Ouroboros Praos 0.3363

Table 12 presents the Grey Relational Grades (GRG) and
corresponding rankings of the evaluated lightweight Proof of
Stake (PoS) models, summarizing their relative performance
based on selected metrics such as latency, throughput, energy
efficiency, and battery drain

Table 12: Grey Relational Grades and Ranking of PoS Models

Metric Agorand  OQuioborosPraos  Tendermint Nt (BC
Processing Time (GRC) 0788 033 1000 0530 0360
Latency (GRC) 074 033 1000 033033
Block Creafion Rafe (GRC) 1000 033 0385 035 033
TPS (GRC) 1000 035 0412 033 03%
Energy Effciency (GRC) 1000 033 0385 033 033
Battery Drain Test (GRC) 1000 033 1000 033 033

Average GRG 091 03 0697 0366 0342

Factors such as high number of blocks generated per second
and low battery drain can be attributed to Algorand being
ranked highest.
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GRG

Algarand Tendermint Nxt

Figure 13 GRG Value for PoS Performance Measures

The GRA results (Table 11, Figure 14) show that Algorand
ranks highest (GRG = 0.9439) due to its low latency, minimal
battery drain, and high throughput, making it the most suitable
for lightweight telemedicine systems. Tendermint performs
moderately well, while NXT, CBC, and Ouroboros Praos rank
lower because of higher energy demands and slower
performance. This validates Algorand as the most efficient
lightweight PoS option for privacy-preserving telemedicine
applications.

V. CONCLUSION

This study analyzed lightweight Proof of Stake (PoS) models
and their suitability for telemedicine systems. The findings
show that Algorand and NXT are the most suitable models, as
they balance efficient voting mechanisms and encryption with
relatively low computational cost. In contrast, CBC Casper and
Ouroboros Praos introduce stronger privacy measures but at the
expense of higher computational overhead, making them less
practical for ultra-lightweight telemedicine devices.

In reviewing the features of Proof of Stake (PoS) models,
reducing computational demands and privacy are the priority
for lightweight models. There is need to find a balance between
two aspects. Looking at the four features; voting mechanism,
architecture, cryptography and storage, two carries more weight
because they address the priority areas for lightweight PoS
models. Voting mechanism and cryptography are the areas that
more weight should be put in realizing a better lightweight PoS
model as per the validation results. Therefore, the question is
what could be done to improve on algorand’s Byzantine
agreement protocol and its data encryption technique to make
it more suitable for telemedicine systems.

4.1 Validity

To ensure content validity, the study used established
framework PICOC framework for conducting systematic
literature review. The framework validates that the review
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covers the scope by following recognized protocols. Construct
validity was strengthened through triangulation, drawing on
multiple independent sources to confirm consistency of themes
and conclusions.

4.2 Recommendations

i. Incorporate lightweight voting mechanism: use
byzantine agreement protocol PoS algorithm with
asynchronous communication that reduces latency and
improves efficiency in telemedicine systems where
network conditions may vary.

il. Utilizing privacy-preserving encryption: privacy-
preserving  encryption  techniques such as
Cryptographic sortition and zero-knowledge proofs
could be explored and incorporated in PoS models for
systems that require high level of privacy like
healthcare.

1il. Lightweight consensus for telemedicine: future work
should explore optimizing PoS models for lightweight
devices, for energy efficiency, reduced computational
load, and low communication overheard, critical for
telemedicine systems.

The recommendations above suggest that future PoS-based
systems for telemedicine should adopt lightweight and fair
voting mechanisms combined with vigorous encryption to
balance between privacy, and performance.

4.3 Future Work

Future research will focus on developing a lightweight PoS
model that combines Byzantine Agreement (BA) protocol with
cryptographic sortition to improve privacy and efficiency in
telemedicine systems. Special attention will be given to
optimizing reward redistribution to reduce energy consumption
and enhance finality.

While BA and cryptographic sortition show strong potential,
challenges remain in minimizing latency during validation and
managing computational overhead. Addressing these issues
through simulations and prototype implementations will help
refine the mechanisms for lightweight telemedicine devices.
Moreso, BA and Cryptographic sortition provide promising
solution, practical implementation in telemedicine systems
demands addressing challenges like lowering latency during
validation and managing computational overhead. The next
phase of the research would be to refine these mechanisms
through simulations to ensure they are efficient for lightweight
devices without compromising on data privacy, and system
performance.
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Eventually, the proposed approach can significantly improve
blockchain applications in healthcare by contributing to
privacy-preserving and efficient consensus mechanisms for
telemedicine systems. Beyond telemedicine, the contribution
may also inspire blockchain adoption in other resource-
constrained sectors, such as agriculture and IoT.
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